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Section 1

Objective 1.4 Configuration

1.4.1 Explain and use Annotation-based Configuration

What is Annotation-based Configuration?

In traditional XML-based configuration, you would define beans, dependencies, and configurations using XML files (e.g., applicationContext.xml ). While this
approach is still supported, Annotation-based Configuration provides a more concise and Java-based way to configure your Spring application.

With Annotation-based Configuration, you use Java annotations to configure your application, making it more expressive, flexible, and easier to maintain. This approach is
also known as "Java-based Configuration" or " Annotations-based Configuration".

Key Annotations
Here are some essential annotations you'll use frequently:

@configuration : Indicates that a class is a source of bean definitions for the application context.

@Bean : Defines a single bean that can be injected into other components.

@component : Marks a class as a Spring component, making it a candidate for auto-detection when using component scanning.

@Repository , @Service , @Controller : Specialized annotations for defining specific types of components (e.g., data access, business logic, web
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controllers).
Example: Configuring a Simple Application
Let's create a simple Spring Boot application that uses Annotation-based Configuration to define a bean and inject it into a component.

ApplicationConfig.java

@Configuration
public class ApplicationConfig {

@Bean

public HelloWorldService helloWorldService() {
return new HelloWorldService();

In this example, the ApplicationConfig class is annotated with @Configuration , indicating that it's a source of bean definitions. The
helloWorldService() method is annotated with @Bean , which defines a single bean instance that can be injected into other components.

HelloWorldService.java

public class HelloWorldService {
public String getHelloMessage() {
return "Hello, World!";

This is a simple service class that returns a hello message.

HelloWorldController.java

@RestController
public class HelloWorldController {

@Autowired
private HelloWorldService helloWorldService;

@GetMapping("/hello")
public String hello() {
return helloWorldService.getHelloMessage();



In this example, the HelloWorldController class is annotated with @RestController , indicating that it's a web controller. The helloWorldService field is
annotated with @Autowired , which injects the HelloWorldService instance created by the ApplicationConfig class. The hello() method uses the
injected service to retrieve the hello message.

** Running the Application**

To run the application, create a SpringBootApplication class:

java @SpringBootApplication public class HelloWorldApplication { public static void main(String[] args) { SpringApplication.run(HelloWc
When you run the application, Spring Boot will automatically detect the ApplicationConfig class and create the HelloWorldService bean. The

HelloWorldController will then be able to inject and use the service instance.

That's it! You've successfully used Annotation-based Configuration to define a bean and inject it into a component.
Additional Tips and Best Practices

« Use @configuration classes to group related beans and configurations.

« Use @component annotations to make your classes eligible for auto-detection by Spring.

« Use @Bean annotations to define single bean instances that can be injected into other components.

« Use @Autowired annotations to inject dependencies into your components.

« Follow the principle of "Convention over Configuration" to keep your configuration concise and easy to maintain.

| hope this example and explanation have helped you understand the power and flexibility of Annotation-based Configuration in Spring and Spring Boot.

1.4.2 Discuss Best Practices for Configuration choices

1 Externalize Configuration

Separate configuration from code: Externalize configuration parameters, such as database connections, API keys, or environment-specific settings, into separate files or
environments. This allows for easy changes without modifying the code.

Recommended tools: Spring Boot's application.properties/application.yml: Use these files to externalize configuration properties.
Environment variables: Utilize environment variables to inject configuration values.
2 Use Profiles

Organize configurations by environment: Use Spring Boot's profiles to manage different configurations for various environments, such as development, testing, staging, or
production.

Activate profiles: Activate profiles using environment variables, command-line arguments, or configuration files.

Example: application-dev.properties, application-test.properties, etc.

3. Hierarchical Configuration

Use a hierarchical configuration structure: Organize configuration properties into a logical hierarchy, making it easier to manage and locate specific settings.
Use property namespaces: Use namespaces to group related properties, such as database, security, or api.

Example: database.url, database.username, security.jwt.secret, etc.

4. Type-Safe Configuration

Use type-safe configuration properties: Utilize Spring Boot's @ConfigurationProperties annotation to bind configuration properties to Java classes, ensuring type safety
and reducing errors.

Example: DatabaseConfig class with url, username, and password fields.

5. Avoid Hardcoding

Avoid hardcoding configuration values: Instead, externalize configuration values or use placeholders that can be easily replaced.
Example: Use ${database.url} instead of hardcoding the database URL.

6. Use Configuration Classes

Use configuration classes: Create Java classes that hold configuration properties, making it easier to manage and inject dependencies.



Example: DatabaseConfig class with @Bean methods for creating a DataSource bean.

7. Consider Security

Secure sensitive configuration values: Use secure storage mechanisms, such as encrypted files or secure environment variables, to store sensitive configuration values
like API keys or database credentials.

8. Document Configuration
Document configuration options: Provide clear documentation on available configuration options, their default values, and how to customize them.

Example: Use JavaDoc comments or documentation files to explain configuration properties.

9. Version Control Configuration

Version control configuration files: Store configuration files in version control systems to track changes and maintain a record of configuration history.

10. Monitor and Log Configuration

Monitor and log configuration changes: Implement logging and monitoring mechanisms to detect and track configuration changes, ensuring that changes are intentional
and authorized.

By following these Best Practices for Configuration choices, you'll be able to build more robust, scalable, and maintainable Spring and Spring Boot applications.

Remember, a well-structured configuration is essential for the success of your application.

1.4.3 Use @PostConstruct and @PreDestroy

What are @PostConstruct and @PreDestroy ?

@PostConstruct and @PreDestroy are annotations introduced in Java EE 5, which are supported by Spring. These annotations enable you to execute specific
methods during the initialization and destruction phases of a component's lifecycle.

@QPostConstruct

The @PostConstruct annotation is used to mark a method that should be executed after the component has been constructed and all dependencies have been
injected. This annotation is useful for performing initialization tasks, such as setting up resources, initializing variables, or performing any other necessary setup.

Example: Using @PostConstruct

@Service
public class MyService {

@Autowired
private DataSource dataSource;

private Connection connection;
@PostConstruct

public void init() {
connection = dataSource.getConnection();

public void doSomething() {
// Use the connection

In this example, the init() method is annotated with @PostConstruct , which will be executed after the MyService component has been constructed and all
dependencies (in this case, the DataSource ) have been injected.

@PreDestroy

The @PreDestroy annotation is used to mark a method that should be executed before the component is destroyed. This annotation is useful for performing cleanup
tasks, such as closing resources, releasing locks, or performing any other necessary teardown.

Example: Using @PreDestroy



@Service
public class MyService {

@Autowired
private DataSource dataSource;

private Connection connection;
@PostConstruct

public void init() {
connection = dataSource.getConnection();

@PreDestroy
public void tearDown() {
connection.close();

In this example, the tearDown() method is annotated with @PreDestroy , which will be executed before the MyService componentis destroyed. This ensures
that the database connection is closed properly.

Best Practices
When using @PostConstruct and @PreDestroy , keep in mind the following best practices:

« Use @PostConstruct for initialization: Perform setup tasks, such as setting up resources, initializing variables, or performing any other necessary setup.

« Use @PreDestroy for cleanup: Perform teardown tasks, such as closing resources, releasing locks, or performing any other necessary cleanup.

« Keep it simple: Keep the methods annotated with @PostConstruct and @PreDestroy simple and focused on their specific tasks. Avoid complex logic or
dependencies.

« Avoid throwing exceptions: Methods annotated with @PostConstruct and @PreDestroy should notthrow exceptions, as they can cause issues during the
component's lifecycle.

By using @PostConstruct and @PreDestroy annotations, you can ensure that your components are properly initialized and cleaned up, making your Spring-
based application more robust and efficient.

| hope this explanation and examples have helped you understand the importance of using @PostConstruct and @PreDestroy in your Spring-based applications.

1.4.4 Explain and use "Stereotype" Annotations

What are Stereotype Annotations?

Stereotype annotations are annotations that provide a way to define a set of annotations that can be applied to a class or method. They are used to simplify the
configuration of Spring-based applications by reducing the number of annotations required to enable specific features.

In Spring, stereotype annotations are used to mark components that belong to specific categories, such as controllers, services, or repositories. These annotations provide
a way to decorate classes with additional metadata, making it easier for Spring to understand the role of each component in the application.

Common Stereotype Annotations
Here are some common stereotype annotations used in Spring:

@Repository : Marks a class as a Spring Data Access Object (DAO) or a repository that encapsulates data access and retrieval.
@service :Marks a class as a service that encapsulates business logic and provides a way to interact with other components.
@controller :Marks a class as a web controller that handles HTTP requests and returns responses.

@component : Marks a class as a generic component that can be used in a Spring-based application.
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Example: Using @Repository

@Repository
public class UserRepository {

@Autowired
private DataSource dataSource;

public List<User> findAllUsers() {
// Use the dataSource to retrieve users



In this example, the UserRepository class is annotated with @Repository , indicating that it's a data access object that encapsulates user data retrieval.

Example: Using @Service

@Service
public class UserService {

@Autowired
private UserRepository userRepository;

public List<User>findAllUsers() {
return userRepository.findAllUsers();

In this example, the UsersService class is annotated with @service , indicating that it's a service that encapsulates business logic related to user management.

Example: Using @Controller

@Controller
@RequestMapping("/users")
public class UserController {

@Autowired
private UserService userService;

@GetMapping

public String getAllUsers(Model model) {
List<User> users = userService.findAllUsers();
model.addAttribute("users", users);

return "users";

In this example, the UserController class is annotated with @Controller , indicating that it's a web controller that handles HTTP requests and returns responses
related to user management.

Benefits of Stereotype Annotations

Using stereotype annotations provides several benefits, including:

.

Simplification: Stereotype annotations simplify the configuration of Spring-based applications by reducing the number of annotations required to enable specific
features.

Readability: Stereotype annotations make the code more readable by providing a clear indication of the component's role in the application.

Flexibility: Stereotype annotations provide flexibility by allowing you to swap out components or change their behavior without affecting the overall application
architecture.

| hope this explanation and examples have helped you understand the power and flexibility of stereotype annotations in Spring-based applications.

Objective 1.5 Spring Bean Lifecycle

1.5.1 Explain the Spring Bean Lifecycle

What is the Spring Bean Lifecycle?

The Spring Bean Lifecycle refers to the series of stages that a bean goes through from its creation to its eventual destruction. This lifecycle is managed by the Spring 1oC
(Inversion of Control) container, which is responsible for creating, wiring, and managing the beans in an application.

Bean Lifecycle Stages
The Spring Bean Lifecycle consists of the following stages:

. Instantiation: The SpringloC container creates an instance of the bean class.

. Dependency Injection: The SpringloC container injects dependencies into the bean, such as other beans, properties, or resources.

. Initialization: The bean is initialized, which involves calling the @PostConstruct method (if present) and performing any other necessary setup.
. Usage: The bean is used by the application, and its methods are invoked as needed.

. Destruction: The bean is destroyed, which involves calling the @PreDestroy method (if present) and performing any other necessary cleanup.
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Bean Lifecycle Methods
Spring provides several lifecycle methods that can be used to customize the behavior of a bean during its lifecycle:

* @PostConstruct : Called after the bean has been constructed and all dependencies have been injected.

* @PreDestroy : Called before the bean is destroyed, allowing for cleanup and resource release.

e InitializingBean : An interface that provides a afterPropertiesSet() method, which is called after all properties have been set.
« DisposableBean :An interface that provides a destroy() method, which is called when the bean is destroyed.

Example: Using @PostConstruct and @PreDestroy

Here's an example of using @PostConstruct and @PreDestroy to initialize and clean up a bean:

@Service
public class MyService {

@Autowired
private DataSource dataSource;

private Connection connection;
@PostConstruct

public void init() {
connection = dataSource.getConnection();

@PreDestroy
public void tearDown() {
connection.close();

public void doSomething() {
// Use the connection

In this example, the init() method is called after the bean has been constructed and all dependencies have been injected, and the tearDown() method is called
before the bean is destroyed.

Best Practices
When working with the Spring Bean Lifecycle, keep in mind the following best practices:

« Use G@PostConstruct for initialization: Perform setup tasks, such as setting up resources or initializing variables.
« Use @PreDestroy for cleanup: Perform teardown tasks, such as closing resources or releasing locks.

« Keep lifecycle methods simple: Avoid complex logic or dependencies in lifecycle methods.

« Use transactional beans: Use transactional beans to ensure that resources are properly released in case of errors.

By understanding the Spring Bean Lifecycle and using lifecycle methods effectively, you can write more robust and efficient Spring-based applications.

| hope this explanation and example have helped you understand the Spring Bean Lifecycle and its importance in building Spring-based applications.

1.5.2 Use a BeanFactoryPostProcessor and a BeanPostProcessor

What is a BeanFactoryPostProcessor ?

A BeanFactoryPostProcessor is a type of processor that is invoked after the bean factory has been created, but before any beans are instantiated. It provides an
opportunity to modify the bean definition metadata, such as changing the scope of a bean or adding/removing bean dependencies.

Example: Using a BeanFactoryPostProcessor

Let's create a BeanFactoryPostProcessor that sets the scope of all beans with a specific annotation to prototype :



public class CustomScopeBeanFactoryPostProcessor implements BeanFactoryPostProcessor {

@Override
public void postProcessBeanFactory(ConfigurableListableBeanFactory beanFactory) throws BeansException {

String[] beanNames = beanFactory.getBeanDefinitionNames();
for (String beanName : beanNames) {
BeanDefinition beanDefinition = beanFactory.getBeanDefinition(beanName);

if (beanDefinition.getBeanClassName() != null) {
Class<?> clazz = ClassUtils.resolveClassName(beanDefinition.getBeanClassName(), null);
if (clazz.getAnnotation(CustomScope.class) != null) {

beanDefinition.setScope( "prototype");

In this example, we're using a BeanFactoryPostProcessor to iterate over all bean definitions and set the scope to prototype for beans that have a specific

annotation ( @CustomScope ).
What is a BeanPostProcessor ?

A BeanPostProcessor is a type of processor that is invoked after a bean has been instantiated, but before it is returned to the application. It provides an opportunity

to perform additional initialization or modification of the bean instance.
Example: Using a BeanPostProcessor

Let's create a BeanPostProcessor that injects a custom property into all beans that implement a specific interface:

public class CustomPropertyBeanPostProcessor implements BeanPostProcessor {

@override
public Object postProcessBeforeInitialization(Object bean, String beanName) throws BeansException {

if (bean instanceof CustomInterface) {
((CustomInterface) bean).setCustomProperty("some-value");

}

return bean;

@override
public Object postProcessAfterInitialization(Object bean, String beanName) throws BeansException {

return bean;

In this example, we're using a BeanPostProcessor to inject a custom property into all beans that implement a specific interface ( CustomInterface ).

Registering the Processors

To register these processors, you need to add them as beans to the Spring application context. You can do this by creating a configuration class that imports the

processors:

@Configuration
public class CustomConfig {

@Bean
public CustomScopeBeanFactoryPostProcessor customScopeBeanFactoryPostProcessor() {
return new CustomScopeBeanFactoryPostProcessor();

@Bean
public CustomPropertyBeanPostProcessor customPropertyBeanPostProcessor() {
return new CustomPropertyBeanPostProcessor();

By using BeanFactoryPostProcessor and BeanPostProcessor ,you can customize the behavior of your Spring-based application and perform complex

initialization or modification of beans.

| hope this explanation and examples have helped you understand the power and flexibility of BeanFactoryPostProcessor and BeanPostProcessor in Spring-



based applications.

1.5.3 Explain how Spring proxies add behavior at runtime

What are Spring Proxies?

In Spring, a proxy is an object that acts as an intermediary between a client and a target object. The proxy intercepts method calls to the target object and can add
additional behavior, such as logging, security checks, or caching.

How do Spring Proxies add behavior at runtime?

Spring proxies add behavior at runtime by using a technique called "aspect-oriented programming" (AOP). AOP allows you to modularize cross-cutting concerns, such as
logging, security, or caching, and apply them to multiple objects without modifying their code.

Here's how Spring proxies add behavior at runtime:

1.
2.

5.

Proxy creation: Spring creates a proxy object that wraps the target object. The proxy object is responsible for intercepting method calls to the target object.
Advice: Spring provides advice, which is a piece of code that implements the additional behavior you want to add to the target object. Advice can be thought of as a
function that is executed before or after a method call.

. Advisor: An advisor is a combination of an advice and a pointcut. A pointcut defines when the advice should be executed, such as before or after a specific method

call.

. Proxy Invocation: When a method is called on the proxy object, the proxy intercepts the call and executes the advice (if applicable). The advice can modify the input

parameters, return values, or even throw an exception.
Target object invocation: After executing the advice, the proxy object calls the original method on the target object.

Types of Spring Proxies

Spring provides several types of proxies, including:

« JDK Dynamic Proxy: A proxy created using the Java Dynamic Proxy API.

« CGLIB Proxy: A proxy created using the CGLIB library.
« Aspectd Proxy: A proxy created using the AspectJ weaving process.

Benefits of Spring Proxies

The benefits of using Spring proxies include:

« Modularity: Spring proxies allow you to modularize cross-cutting concerns and apply them to multiple objects without modifying their code.
« Flexibility: Spring proxies provide a flexible way to add behavior to objects at runtime.

« Reusability: Spring proxies enable you to reuse code that implements additional behavior across multiple objects.

Example: Using a Spring Proxy to add Logging

Here's an example of using a Spring proxy to add logging behavior to a service object:



@Aspect
public class LoggingAspect {
@Before("execution(* *(..))")
public void logBefore(JoinPoint joinPoint) {
System.out.println("Before: " + joinPoint.getSignature());

@AfterReturning("execution(* *(..))")
public void logAfterReturning(JoinPoint joinPoint) {
System.out.println("After returning: " + joinPoint.getSignature());

@Service
public class MyService {
public void doSomething() {
System.out.println("Doing something...");

@EnableAspectJAutoProxy
@Configuration
public class MyConfig {
@Bean
public LoggingAspect loggingAspect() {
return new LoggingAspect();

In this example, we define a LoggingAspect that provides logging behavior before and after method calls. We then enable aspect auto-proxying in the Spring
configuration, which creates a proxy object for the MyService object. When we call the doSomething() method on the proxy object, the logging aspect is
executed before and after the method call.

| hope this explanation and example have helped you understand how Spring proxies add behavior at runtime using aspect-oriented programming.

1.5.4 Describe how Spring determines bean creation order

In a Spring-based application, the order in which beans are created is crucial to ensure that dependencies are properly wired and the application functions as expected.
Spring uses a well-defined mechanism to determine the order of bean creation, which I'll outline below.

1. Bean Definition Order: The first factor that influences bean creation order is the order in which bean definitions are registered with the Spring loC container. Bean
definitions can come from various sources, such as: * XML configuration files (e.g., applicationContext.xml )* Java-based configuration classes (e.g.,
@Configuration classes)* Component scanning (e.g., @ComponentScan annotation)

The order in which these sources are processed determines the initial order of bean definitions.

2. Dependency Resolution: When a bean is created, Spring resolves its dependencies by searching for matching bean definitions in the container. This process is known
as autowiring. If a dependency is not yet created, Spring will create it before creating the dependent bean. This ensures that dependencies are satisfied before the
dependent bean is created.

3. Bean Post Processors: Bean Post Processors (BPPs) are special beans that can modify or enhance the creation process of other beans. BPPs are executed after
bean creation and can influence the order of bean creation. For example, a BPP might create additional beans or modify the properties of existing beans.

4. Ordered Interface: Beans can implement the Ordered interface, which allows them to specify a specific order in which they should be created. Beans with a lower
order value are created before those with a higher order value.

5. @DependsOn Annotation: The @DependsOn annotation can be used to specify that a bean should be created after one or more other beans. This annotation
allows you to explicitly define dependencies between beans.

6. Lazy Initialization: By default, Spring creates beans eagerly, meaning they are created at startup. However, you can configure beans to be lazily initialized using the
lazy-init attribute orthe @Lazy annotation. Lazily initialized beans are created only when they are first requested.

How Spring determines bean creation order:
When the Spring application context is created, the following steps are executed to determine the order of bean creation:

1. Register all bean definitions from various sources (XML, Java config, component scanning).
2. Resolve dependencies between beans using autowiring.
3. Execute Bean Post Processors to modify or enhance the creation process.



4. Sort beans by their Oordered interface implementation (if present).
5. Apply @DependsOn annotations to ensure specific dependencies are satisfied.
6. Create beans in the sorted order, taking into account lazy initialization (if configured).

By following these steps, Spring ensures that beans are created in a consistent and predictable order, guaranteeing that dependencies are properly wired and the
application functions correctly.

| hope this detailed explanation helps you understand how Spring determines bean creation order!

1.5.5 Avoid issues when Injecting beans by type

When injecting beans by type in Spring and Spring Boot, it's essential to avoid certain pitfalls to ensure that your application behaves as expected. Here are some expert
tips to help you avoid common issues:

1. Avoid Ambiguous Matches

When injecting beans by type, Spring will throw a NoUniqueBeanDefinitionException if multiple beans of the same type are found. To avoid this, make sure you
have a unique bean definition for each type.

Solution: Use @Primary or @Qualifier annotations to disambiguate beans.

Example:

@Bean

@Primary

public MyService myServicePrimary() {
return new MyServiceImpl();

@Bean

@Qualifier("myServiceAlternate")

public MyService myServiceAlternate() {
return new MyServiceImplAlternate();

2. Watch out for Bean Overriding
When using component scanning or XML configuration, it's possible to accidentally override a bean definition. This can lead to unexpected behavior or bugs.
Solution: Use @ConditionalOnMissingBean or @ConditionalOnBean annotations to control bean creation based on the presence or absence of other beans.

Example:

@Bean

@ConditionalOnMissingBean

public MyService myService() {
return new MyServiceImpl();

3. Be Mindful of Bean Scopes

When injecting beans by type, make sure you're aware of the scope of the beans involved. If a bean is scoped to a specific context (e.g., request scope), it may not be
available in other scopes.

Solution: Use @Scope annotations to define the scope of your beans explicitly.

Example:

@Bean

@Scope("request")

public MyService myService() {
return new MyServiceImpl();

4. Avoid Injecting Beans by Type in @Configuration Classes
When using Java-based configuration, avoid injecting beans by type in @Configuration classes, as this can lead to circular dependencies.

Solution: Instead, use constructor injection or method injection to wire dependencies.



Example:

@Configuration

public class MyConfig {
private final MyService myService;
public MyConfig(MyService myService) {

this.myService = myService;

/] ...

5. Use Interface-Based Injections
When injecting beans by type, prefer interface-based injections over concrete class-based injections. This allows for easier testing and mocking.
Solution: Define an interface for your bean and inject it instead of the concrete implementation.

Example:

public interface MyService {
void doSomething();

@Bean
public MyService myService() {
return new MyServiceImpl();

6. Use @Autowired with Caution
While @Autowired is convenient, it can lead to issues if not used carefully. Make sure you're aware of the autowiring rules and the types of beans being injected.
Solution: Use @Autowired with a specific type or name to avoid ambiguities.

Example:

@Autowired
@Qualifier("myService")
private MyService myService;

By following these guidelines, you'll be able to avoid common issues when injecting beans by type in Spring and Spring Boot applications.

Objective 1.6 Aspect Oriented Programming

1.6.1 Explain the concepts behind AOP and the problems that it solves

What is Aspect-Oriented Programming (AOP)?

Aspect-Oriented Programming is a programming paradigm that focuses on modularizing cross-cutting concerns, which are functionality that spanning multiple objects and
classes, such as security, logging, caching, and error handling. AOP helps to decouple these concerns from the main business logic, making the code more modular,
flexible, and maintainable.

Key Concepts:

1. Aspects: An aspect is a module that implements a specific concern, such as logging or security. It's a self-contained unit of code that provides a specific functionality.

2. Joinpoints: A joinpoint is a specific point in the execution of a program where an aspect can be applied. Examples include method calls, exception handling, or
changes to data.

3. Advice: Advice is the code that's executed at a joinpoint. It's the implementation of the aspect's concern, such as logging a message or authenticating a user.

4. Pointcuts: A pointcut is a predicate that determines whether a joinpoint is applicable for an advice. It's a way to specify when and where an aspect should be applied.

How AOP Solves Problems:
AOP solves several problems that arise from traditional Object-Oriented Programming (OOP) approaches:

1. Code Duplication: Without AOP, you might end up duplicating code that implements cross-cutting concerns across multiple classes. AOP helps to extract and
modularize these concerns, reducing code duplication.



2. Tight Coupling: Traditional OOP approaches can lead to tight coupling between classes, making it difficult to modify or replace one class without affecting others.
AOP decouples the concerns, making it easier to change or replace aspects without affecting the core business logic.

3. Code Complexity: AOP helps to simplify code by separating concerns and making it easier to understand and maintain. It's especially useful when dealing with
complex systems with multiple, interconnected components.

4. Reusability: AOP enables reusability of aspects across multiple applications and domains, as they're decoupled from the main business logic.

Common Use Cases:
AOP is particularly useful in the following scenarios:

. Error Handling: Implementing error handling mechanisms, such as logging and exception handling, across multiple layers of an application.
. Security: Implementing security checks, authentication, and authorization mechanisms across multiple components.

. Caching: Implementing caching mechanisms to improve performance and reduce latency.

. Logging: Implementing logging mechanisms to track application behavior and debug issues.

. Auditing: Implementing auditing mechanisms to track changes and modifications to data.
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Spring AOP

Spring AOP is a popular implementation of AOP that provides a comprehensive and flexible way to implement aspects in Spring-based applications. It uses annotations
and XML configurations to declare aspects, pointcuts, and advisors, making it easy to integrate AOP into existing applications.

In Spring Boot, AOP is enabled by default, and you can use annotations like @Aspect , @Pointcut ,and @Before to create and apply aspects.

In conclusion, AOP is a powerful paradigm that helps to modularize cross-cutting concerns, reducing code duplication, tight coupling, and complexity. By understanding
the concepts behind AOP and how it solves real-world problems, you can write more maintainable, flexible, and scalable code using Spring and Spring Boot.

1.6.2 Implement and deploy Advices using Spring AOP

Implementing Advices using Spring AOP:

To implement Advices using Spring AOP, we'll create a simple example that demonstrates the concept of logging using an Advice. We'll create an Advice that logs a
message before and after a method call.

Step 1: Create an Aspect class

Create a new Java class, LoggingAspect , that will serve as our Aspect:

import org.aspectj.lang.JoinPoint;

import org.aspectj.lang.annotation.Aspect;
import org.aspectj.lang.annotation.Before;
import org.aspectj.lang.annotation.After;

import org.springframework.stereotype.Component;

@Aspect

@Component

public class LoggingAspect {
@Before("execution(* *(..))")
public void logBefore(JoinPoint joinPoint) {

System.out.println("Before: + joinPoint.getSignature().getName());

@After("execution(* *(..))")
public void logAfter(JoinPoint joinPoint) {
System.out.println("After: " + joinPoint.getSignature().getName());

In this example:

« We've annotated the class with @Aspect to indicate that it's an Aspect.

« We've annotated the class with @Component to make it a Spring component.

« We've defined two methods: logBefore and logAfter , which will be executed before and after the method call, respectively.

« We've used the @Before and @After annotations to specify the pointcuts. In this case, we're using the execution pointcut to match any method execution.
« We're using the JoinPoint objectto access information about the method call, such as the method name.

Step 2: Configure the Aspect

To enable the Aspect, we need to configure it in our Spring configuration file ( applicationContext.xml or @Configuration class).



Using XML configuration (applicationContext.xml):

<?xml version="1.0" encoding="UTF-8"?>

<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans.xsd">

<!-- Enable AspectJ support -->
<aop:aspectj-autoproxy/>

<!-- Define the Aspect -->
<bean id="loggingAspect" class="com.example.LoggingAspect"/>

</beans>

Using Java-based configuration ( @Configuration class): " java import org.springframework.context.annotation.Configuration; import
org.springframework.context.annotation.EnableAspectJAutoProxy;

@Configuration @EnableAspectJAutoProxy public class AppConfig { @Bean public LoggingAspect loggingAspect() { return new LoggingAspect(); } } ™
In both cases, we're enabling AspectJ support and defining the LoggingAspect bean.

Step 3: Apply the Aspect to a Service

Let's create a simple Service class that we'll apply the Aspect to:

import org.springframework.stereotype.Service;
@Service
public class MyService {

public void doSomething() {
System.out.println("Doing something...");

Step 4: Run the Application

Create a test class to run the application:

import org.springframework.context.ApplicationContext;
import org.springframework.context.annotation.AnnotationConfigApplicationContext;

public class App {
public static void main(String[] args) {

ApplicationContext context = new AnnotationConfigApplicationContext(AppConfig.class);

MyService myService = context.getBean(MyService.class);
myService.doSomething();

When you run the application, you should see the following output:

Before: doSomething
Doing something...
After: doSomething

The LoggingAspect is now appliedtothe MyService class, andthe logBefore and logAfter methods are executed before and after the
doSomething method call.

Deploying Advices using Spring Boot:
To deploy Advices using Spring Boot, you can create a Spring Boot application and package it as a JAR file or a WAR file, depending on your requirements.

Here's an example of a Spring Boot application that uses the LoggingAspect :



import org.springframework.boot.SpringApplication;
import org.springframework.boot.autoconfigure.SpringBootApplication;
import org.springframework.context.annotation.EnableAspectJAutoProxy;
@SpringBootApplication
@EnableAspectJAutoProxy
public class MyBootApplication {

public static void main(String[] args) {

SpringApplication.run(MyBootApplication.class, args);

Package the application as a JAR file using the following command:
mvn package

You can then deploy the JAR file to a cloud platform, such as Heroku or Pivotal Cloud Foundry, or run it locally using the following command:
java -jar target/my-boot-app.jar

In this example, we've created a simple Aspect that logs messages before and after a method call. We've configured the Aspect using XML or Java-based configuration
and applied it to a Service class. Finally, we've deployed the application as a Spring Boot application.

| hope this example helps you understand how to implement and deploy Advices using Spring AOP!

« 1.6.3 Use AOP Pointcut Expressions
Using AOP Pointcut Expressions! As an expert in using Spring and Spring Boot, I'd be happy to explore the world of Pointcut Expressions with you.
What are Pointcut Expressions?

Pointcut Expressions are a fundamental concept in Aspect-Oriented Programming (AOP). They define the conditions under which an advice should be applied to a
joinpoint. In other words, Pointcut Expressions determine which methods or joinpoints should be intercepted by an advice.

Spring AOP Pointcut Expressions

Spring AOP uses AspectJ pointcut expressions, which are a powerful and flexible way to define pointcuts. AspectJ pointcut expressions are based on a simple, yet
expressive, syntax that allows you to specify the conditions under which an advice should be applied.

Basic Pointcut Expressions
Here are some basic Pointcut Expressions you should know:

. execution: Matches method executions. Example: execution(* *(..)) -matches any method execution.

. within: Matches methods within a specific type or package. Example: within(com.example.*) - matches methods withinthe com.example package.
. bean: Matches beans with a specific name or pattern. Example: bean(myService) - matches abean named myService .

. args: Matches methods with specific arguments. Example: args(String, int) - matches methods witha String andan int argument.
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. @annotation: Matches methods annotated with a specific annotation. Example: @annotation(org.springframework.transaction.Transactional) -
matches methods annotated with @Transactional .

Combining Pointcut Expressions
You can combine Pointcut Expressions using logical operators to create more complex pointcuts:

1. && (And): Combines two pointcut expressions. Example: execution(* *(..)) && within(com.example.*) - matches methods within the
com.example package and any method execution.
2. 1l (Or): Combines two pointcut expressions. Example: execution(* *(..)) || within(com.example.*) -matches methods withinthe com.example
package or any method execution.
3. !'(Not): Negates a pointcut expression. Example: !execution(* *(..)) -matches any joinpoint thatis not a method execution.

Example: Logging Aspect with Pointcut Expressions

Let's create a Logging Aspect that logs method executions with a specific annotation:



import org.aspectj.lang.JoinPoint;

import org.aspectj.lang.annotation.Aspect;
import org.aspectj.lang.annotation.Before;
import org.springframework.stereotype.Component;

@Aspect

@Component

public class LoggingAspect {
@Before("@annotation(Loggable)")
public void logMethod(JoinPoint joinPoint) {

System.out.println("Logging: + joinPoint.getSignature().getName());

@Retention(RetentionPolicy.RUNTIME)
@Target (ElementType.METHOD)
public @interface Loggable {

// no-op

In this example, we've created a Loggable annotation and a LoggingAspect thatlogs method executions annotated with @Loggable . The @Before
annotation specifies the pointcut expression: @annotation(Loggable) .

Applying the Aspect
To apply the LoggingAspect to our Service class, we'll annotate the methods we want to log:

@Service
public class MyService {
@Loggable
public void doSomething() {
System.out.println("Doing something...");

public void doSomethingElse() {
System.out.println("Doing something else...");

When we run the application, the LoggingAspect willlogthe doSomething() method execution, but notthe dosomethingElse() method execution, since
it's not annotated with @Loggable .

1.6.4 Explain different types of Advice and when to use them

What is Advice?

In AOP, Advice is a piece of code that's executed at a specific point in the execution of a program, known as a joinpoint. Advice provides a way to implement cross-cutting
concerns, such as logging, security, caching, and error handling, in a modular and reusable way.

Types of Advice
Spring AOP supports five types of Advice:

. Before Advice: Executed before the joinpoint.

. After Returning Advice: Executed after the joinpoint completes normally.

. After Throwing Advice: Executed after the joinpoint throws an exception.

. After Advice: Executed after the joinpoint, regardless of whether an exception was thrown or not.
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. Around Advice: Executed before and after the joinpoint, allowing for more complex logic.
When to Use Each Type of Advice

Here are some guidelines on when to use each type of Advice:

Before Advice ( @Before annotation)

« Use when: You need to perform some action before the joinpoint is executed, such as security checks or logging.
« Example: Check if a user is authenticated before accessing a secure resource.

After Returning Advice ( @AfterReturning annotation)



« Use when: You need to perform some action after the joinpoint completes normally, such as logging successful operations or updating statistics.
« Example: Log a successful login attempt.

After Throwing Advice ( @AfterThrowing annotation)

« Use when: You need to perform some action after the joinpoint throws an exception, such as logging errors or sending error notifications.
« Example: Log an error and send an email notification when a payment processing fails.

After Advice ( @After annotation)

« Use when: You need to perform some action after the joinpoint, regardless of whether an exception was thrown or not, such as releasing resources or updating state.
« Example: Release a database connection after a transaction commits or rolls back.

Around Advice ( @Around annotation)

« Use when: You need to perform complex logic around the joinpoint, such as caching, retry mechanisms, or circuit breakers.
« Example: Implement a retry mechanism for a remote service call.

Best Practices
When using Advice, keep the following best practices in mind:

« Keep Advice simple and focused on a specific concern.

« Use the least invasive Advice type necessary (e.g., @Before instead of @Around ).

« Avoid using multiple Advice types for the same concern (e.g., use @AfterReturning instead of @After and @AfterThrowing ).
« Document your Advice clearly, so others can understand the intent and behavior.

By understanding the different types of Advice and when to use them, you can effectively implement cross-cutting concerns in your Spring and Spring Boot applications,
making your code more modular, flexible, and maintainable.

Section 2 - Data Management
Objective 2.1 Introduction to Spring JDBC

2.1.1 Use and configure Spring's JdbcTemplate

What is JdbcTemplate?

JdbcTemplate is a part of the Spring Framework that provides a simple and efficient way to interact with relational databases using JDBC (Java Database
Connectivity). It abstracts away the tedious and error-prone parts of working with JDBC, such as handling connections, statements, and result sets, allowing you to focus
on writing database-agnostic code.

Configuration
Touse JdbcTemplate ina Spring Boot application, you'll need to:

1. Add the spring-boot-starter-jdbc dependency toyour pom.xml file (if you're using Maven) or your build.gradle file (if you're using Gradle):

<!-- Maven -->

<dependency>
<groupld>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-jdbc</artifactId>

</dependency>

<!-- Gradle -->
dependencies {
implementation 'org.springframework.boot:spring-boot-starter-jdbc'

1. Configure the database connection using Spring Boot's auto-configuration. You can do this by adding the following properties to your application.properties
file:

spring.datasource.url=jdbc:postgresql://localhost:5432/mydb
spring.datasource.username=myuser
spring.datasource.password=mypassword
spring.datasource.driver-class-name=org.postgresql.Driver



Replace the placeholders with your actual database connection details.
Creating a JdbcTemplate instance

Once you've configured the database connection, you can create a JdbcTemplate instance usingthe @Autowired annotation:

@Service
public class MyService {

@Autowired
private JdbcTemplate jdbcTemplate;
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Using JdbcTemplate
Now that you have a JdbcTemplate instance, you can use its various methods to interact with your database. Here are some examples:

1. Querying the database
List<Map<String, Object>> results = jdbcTemplate.queryForList("SELECT * FROM mytable");

This will execute the SQL query and return a list of maps, where each map represents a row in the result set.

2. Inserting data
jdbcTemplate.update("INSERT INTO mytable (name, email) VALUES (?, ?)", "John Doe", "john.doe@example.com");

This will execute the SQL insert statement with the provided parameters.

3. Updating data
jdbcTemplate.update( "UPDATE mytable SET name = ? WHERE id = ?", "Jane Doe", 1)

This will execute the SQL update statement with the provided parameters.

4. Deleting data
jdbcTemplate.update("DELETE FROM mytable WHERE id = 2", 1);

This will execute the SQL delete statement with the provided parameter.

5. Querying with a RowMapper

List<MyObject> results = jdbcTemplate.query("SELECT * FROM mytable", new RowMapper<MyObject>() {
@Override
public MyObject mapRow(ResultSet rs, int rowNum) throws SQLException {
MyObject obj = new MyObject();
obj.setId(rs.getLong("id"));
obj.setName(rs.getString("name"));
return obj;
}
)i

This will execute the SQL query and return a list of MyObject instances, where each instance is created using the RowMapper implementation.
These are just a few examples of what you can do with JdbcTemplate . Its APl is extensive, and it provides many more features for working with databases.

As a VMware Spring Pro certified expert, | can assure you that mastering JdbcTemplate is an essential skill for any Spring developer working with relational
databases.

2.1.2 Execute queries using callbacks to handle result sets

Using callbacks with JdbcTemplate

When working with  JdbcTemplate , you can execute queries and handle the result sets using callbacks. A callback is a function that is passed as an argument to
another function, and it's executed by that function at a certain point. In the context of JdbcTemplate , callbacks are used to handle the result set returned by a query.



Types of callbacks
There are two types of callbacks that you can use with JdbcTemplate :

1. RowcCallbackHandler: This callback is used to handle each row in the result set individually. It's called for each row in the result set, and you can perform any
necessary processing or transformation on the row.
2. ResultSetExtractor: This callback is used to extract data from the entire result set. It's called once, and you have access to the entire result set.

Using RowCallbackHandler

Here's an example of how to use a RowCallbackHandler to handle each row in the result set:

jdbcTemplate.query("SELECT * FROM mytable", new RowCallbackHandler() {
@Override
public void processRow(ResultSet rs) throws SQLException {
long id = rs.getLong("id");
String name = rs.getString("name");
// Process each row individually

System.out.println("ID: " + id + ", Name: " + name);

}
)i

In this example, the RowCallbackHandler is called for each row in the result set, and you can access the column values using the ResultSet object.
Using ResultSetExtractor

Here's an example of how to use a ResultSetExtractor to extract data from the entire result set:

List<MyObject> results = jdbcTemplate.query("SELECT * FROM mytable", new ResultSetExtractor<List<MyObject>>() {
@Override
public List<MyObject> extractData(ResultSet rs) throws SQLException, DataAccessException {
List<MyObject> list = new ArrayList<>();
while (rs.next()) {
MyObject obj = new MyObject();
obj.setId(rs.getLong("id"));
obj.setName(rs.getString("name"));
list.add(obj);
}

return list;
}
})i

In this example, the ResultSetExtractor is called once, and you have access to the entire result set. You can extract the data from the result set and return a list of
MyObject instances.

Benefits of using callbacks
Using callbacks with JdbcTemplate provides several benefits, including:

« Decoupling: By using callbacks, you can decouple the query execution from the result set processing, making your code more modular and easier to maintain.

« Flexibility: Callbacks provide a flexible way to handle result sets, allowing you to perform custom processing or transformation on the data.

« Performance: By using callbacks, you can reduce the amount of memory required to store the result set, as you can process each row individually or extract data
from the result set in a streaming fashion.

As a VMware Spring Pro certified expert, | can assure you that mastering callbacks with JdbcTemplate is an essential skill for any Spring developer working with
relational databases.

2.1.3 Handle data access exceptions

As a seasoned expert in using Spring and Spring Boot, I'd be happy to guide you on how to handle data access exceptions when using Spring's JdbcTemplate .
Handling data access exceptions with JdbcTemplate

When working with  JdbcTemplate |, it's essential to handle data access exceptions that may occur during query execution. Spring provides a robust exception
hierarchy to help you catch and handle these exceptions.

Spring's Data Access Exception Hierarchy

Spring's data access exception hierarchy is rooted in the DataAccessException class, which is a runtime exception. This hierarchy provides a way to catch and



handle specific data access exceptions.
Here's a brief overview of the exception hierarchy:
« DataAccessException (rootexception)

o BadSqlGrammarException (e.g., SQL syntax errors)

o CannotAcquireLockException (e.g., concurrent update issues)

o DataAccessResourceFailureException (e.g., database connection issues)
o DatalntegrityViolationException (e.g., constraint violations)

o DeadlockLoserDataAccessException (e.g., deadlock errors)

o 1InvalidDataAccessApiUsageException (e.g., invalid APl usage)

o InvalidDataAccessResourceUsageException (e.g., invalid resource usage)
o UncategorizedDataAccessException (catch-all exception)

Handling exceptions with JdbcTemplate
When using JdbcTemplate , you can handle data access exceptions in several ways:

1. Using a try-catch block

try {
jdbcTemplate.query("SELECT * FROM mytable", new RowCallbackHandler() {
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)i
} catch (DataAccessException e) {
// Handle the exception
log.error("Error executing query: " + e.getMessage());
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In this example, you can catch the DataAccessException and handle it accordingly.

2. Using a custom exception translator You can create a custom exception translator to translate Spring's data access exceptions into your own application-specific
exceptions. This allows you to handle exceptions in a more domain-specific way.

public class MyExceptionTranslator implements SQLExceptionTranslator {
@override
public DataAccessException translateExceptionIfPossible(RuntimeException ex) {
if (ex instanceof BadSqlGrammarException) {
return new MySqlException("Invalid SQL syntax", ex);
} else {

return ex;

Then, you can configure the JdbcTemplate to use your custom exception translator:

jdbcTemplate.setExceptionTranslator (new MyExceptionTranslator());

3. Using Spring's @Repository annotation If you're using Spring Data Access Objects (DAOs), you can annotate your DAO methods with @Repository and
Spring will automatically translate data access exceptions into a DataAccessException .

@Repository
public class MyDao {
@Autowired
private JdbcTemplate jdbcTemplate;

public List<MyObject> getMyObjects() {
return jdbcTemplate.query("SELECT * FROM mytable", new RowMapper<MyObject>() {
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})i

In this example, Spring will translate any data access exceptions thrown by the JdbcTemplate intoa DataAccessException .

As a VMware Spring Pro certified expert, | can assure you that handling data access exceptions is a critical aspect of building robust and reliable data access layers with



Spring and Spring Boot.

Objective 2.2 Transaction Management with Spring

2.2.1 Describe and use Spring Transaction Management

As a seasoned expert in using Spring and Spring Boot, I'd be happy to describe and demonstrate how to use Spring's transaction management features.
What is Spring Transaction Management?

Spring Transaction Management is a framework that provides a consistent programming model for transaction management across various data access technologies,
such as JDBC, Hibernate, JPA, and more. It allows you to declaratively manage transactions, making it easier to write robust and scalable data access code.

Benefits of Spring Transaction Management

1. Declarative Transaction Management: Spring provides a declarative way to manage transactions, which means you don't need to write boilerplate code to manage
transactions manually.

2. Consistent Programming Model: Spring's transaction management framework provides a consistent programming model across various data access technologies,
making it easier to switch between different technologies.

3. Transaction Propagation: Spring supports transaction propagation, which means that a transaction can be started in one method and propagated to other methods,
ensuring that all operations are executed within a single transaction.

4. Error Handling: Spring provides a robust error handling mechanism, which allows you to handle exceptions and roll back transactions when errors occur.

Using Spring Transaction Management
To use Spring's transaction management features, you'll need to:

1. Enable Transaction Management: Add the @EnableTransactionManagement annotation to your Spring configuration class:

@Configuration
@EnableTransactionManagement
public class AppConfig {

70 ooo

1. Define a Transaction Manager: Define a transaction manager bean, which will be responsible for managing transactions:

@Bean
public PlatformTransactionManager transactionManager() {
return new DataSourceTransactionManager (dataSource());

In this example, we're using a DataSourceTransactionManager , which is a transaction manager that works with JDBC data sources.
Declarative Transaction Management with @Transactional

To declaratively manage transactions, you can use the @Transactional annotation on your service methods:

@Service
public class MyService {

@Autowired
private MyDAO myDAO;

@Transactional
public void saveMyObject(MyObject obj) {
myDAO.save(obj);

@Transactional (readOnly = true)
public List<MyObject> getMyObjects() {
return myDAO.findAll();

In this example, the saveMyObject method is annotated with @Transactional , which means that Spring will start a new transaction when the method is called.
The getMyObjects method is annotated with @Transactional(readOnly = true) , which means that Spring will start a read-only transaction when the
method is called.



Programmatic Transaction Management

Alternatively, you can use programmatic transaction management by injecting a TransactionTemplate instance into your service class:

@Service
public class MyService {

@Autowired
private TransactionTemplate transactionTemplate;

public void saveMyObject (MyObject obj) {
transactionTemplate.execute(new TransactionCallbackWithoutResult() {
@Override
protected void doInTransactionWithoutResult(TransactionStatus status) {
myDAO.save (obj);

})i

In this example, we're using a TransactionTemplate to execute a transaction callback, which will be executed within a transaction.

2.2.2 Configure Transaction Propagation

What is Transaction Propagation?

Transaction propagation is a mechanism that allows a transaction to be started in one method and propagated to other methods, ensuring that all operations are executed
within a single transaction. This is particularly useful in scenarios where multiple methods need to collaborate to achieve a common goal, and all operations must be
executed as a single, atomic unit.

Types of Transaction Propagation
Spring provides several types of transaction propagation strategies, including:

. REQUIRED: A new transaction is created if one doesn't exist, or the existing transaction is used if one exists.
. REQUIRES_NEW: A new transaction is always created, even if one exists.

. SUPPORTS: If a transaction exists, it is used; otherwise, no transaction is created.

. NOT_SUPPORTED: If a transaction exists, it is suspended; otherwise, no transaction is created.

. MANDATORY: A transaction must exist; if none exists, an exception is thrown.
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. NEVER: No transaction is created, and an exception is thrown if a transaction exists.
Configuring Transaction Propagation

To configure transaction propagation in Spring, you can use the @Transactional annotation on your service methods and specify the propagation strategy using the
propagation attribute.

Here's an example:

@Service
public class MyService {

@Autowired
private MyDAO myDAO;

@Transactional (propagation = Propagation.REQUIRED)
public void saveMyObject(MyObject obj) {
myDAO.save(obj);

@Transactional (propagation = Propagation.REQUIRES_NEW)
public void saveAnotherObject(AnotherObject obj) {
myDAO.save (obj);

In this example, the saveMyObject method usesthe REQUIRED propagation strategy, which means that a new transaction will be created if one doesn't exist, or the
existing transaction will be used if one exists. The saveAnotherObject method usesthe REQUIRES NEW propagation strategy, which means that a new
transaction will always be created, even if one exists.



Transaction Propagation with AOP

You can also use Aspect-Oriented Programming (AOP) to configure transaction propagation across multiple methods. Spring provides an @Transactional annotation
that can be used on aspects to enable transaction propagation.

Here's an example:

@Aspect
public class TransactionalAspect {

@Pointcut("execution(* *(..))")
public void anyMethod() {
}

@Around("anyMethod()")
@Transactional (propagation = Propagation.REQUIRED)

public Object aroundMethod(ProceedingJoinPoint pjp) throws Throwable {
return pjp.proceed();

In this example, the TransactionalAspect aspectusesthe @Around annotation to advise any method execution, and the @Transactional annotation to
enable transaction propagation with the REQUIRED strategy.

Best Practices
When configuring transaction propagation, it's essential to follow best practices, such as:

« Usethe REQUIRED propagation strategy for methods that require a transaction to be present.

« Usethe REQUIRES_NEW propagation strategy for methods that require a new transaction to be created.

« Avoid using the NOT_SUPPORTED propagation strategy, as it can lead to unexpected behavior.

« Use AOP to enable transaction propagation across multiple methods, rather than annotating each method individually.

2.2.3 Setup Rollback rules

What are Rollback Rules?

Rollback rules are used to specify which exceptions should cause a transaction to roll back. By default, Spring will roll back a transaction only for RuntimeException
and its subclasses. However, you can customize this behavior by specifying rollback rules.

Setup Rollback Rules

To set up rollback rules, you can use the rollbackFor attribute of the @Transactional annotation. This attribute takes a list of exception classes that should
cause a rollback.

Here's an example:

@Service
public class MyService {

@Autowired
private MyDAO myDAO;

@Transactional (rollbackFor = IOException.class)

public void saveMyObject(MyObject obj) {
myDAO.save(obj);

In this example, the saveMyObject method will roll back the transaction if an IOException is thrown.
Rollback Rules with AOP

You can also use Aspect-Oriented Programming (AOP) to set up rollback rules across multiple methods. Spring provides an @Transactional annotation that can be
used on aspects to enable transaction rollback.

Here's an example:



@Aspect
public class TransactionalAspect {

@Pointcut("execution(* *(..))")
public void anyMethod() {
}

@Around("anyMethod()")

@Transactional(rollbackFor = IOException.class)

public Object aroundMethod(ProceedingJoinPoint pjp) throws Throwable {
return pjp.proceed();

In this example, the TransactionalAspect aspectusesthe @Around annotation to advise any method execution, and the @Transactional annotation to

enable transaction rollback for IOException .

Custom Rollback Rules

You can also create custom rollback rules by implementing a TransactionAttributeSource interface. This interface provides a way to specify rollback rules

programmatically.

Here's an example:
public class CustomTransactionAttributeSource implements TransactionAttributeSource {

@Override
public TransactionAttribute getTransactionAttribute(Method method) {
if (method.getName().startsWith("save")) {
return new RuleBasedTransactionAttribute(
TransactionAttribute.PROPAGATION_REQUIRED,
new RollbackRuleAttribute(IOException.class)
)i
} else {
return new DefaultTransactionAttribute();

In this example, the CustomTransactionAttributeSource classimplements a custom rollback rule that rolls back the transaction if an IOException is thrown
on methods whose names start with "save".

Best Practices
When setting up rollback rules, it's essential to follow best practices, such as:

« Use specific exception classes to avoid rolling back transactions unnecessarily.

« Use rollback rules with AOP to enable transaction rollback across multiple methods.

« Create custom rollback rules to tailor transaction behavior to your specific use case.

« Test your rollback rules thoroughly to ensure that transactions are rolled back correctly.

2.2.4 Use Transactions in Tests

As a seasoned expert in using Spring and Spring Boot, I'd be happy to guide you on how to use transactions in tests.
Why Use Transactions in Tests?

When writing tests, it's essential to ensure that the database is in a consistent state before and after each test. Transactions can help achieve this by allowing you to roll
back any changes made during the test.

Benefits of Using Transactions in Tests

1. Database Consistency: Transactions ensure that the database is in a consistent state before and after each test, making it easier to write reliable tests.
2. Rollback: Transactions allow you to roll back any changes made during the test, ensuring that the database is restored to its original state.
3. Improved Test Isolation: Transactions help isolate each test from others, ensuring that tests don't interfere with each other.

Configuring Transactions in Tests

To use transactions in tests, you'll need to:



1. Enable Transaction Management: Add the @EnableTransactionManagement annotation to your test configuration class.
2. Configure Transaction Manager: Configure a transaction manager, such as DataSourceTransactionManager , o manage transactions.
3. Use @Transactional: Annotate your test method with @Transactional to enable transaction management.

Here's an example:

@RunWith (SpringRunner.class)
@SpringBootTest
public class MyTest {

@Autowired
private MyService myService;

@Test
@Transactional

public void testMyService() {
// Test code here

In this example, the testMyService method is annotated with @Transactional , which enables transaction management for the test.
Rollback Transactions in Tests

To roll back transactions in tests, you can use the @Transactional annotation withthe rollbackFor attribute. This attribute specifies the exceptions that should
cause a rollback.

Here's an example:

@Test
@Transactional (rollbackFor = Exception.class)
public void testMyService() {

// Test code here

In this example, the test will roll back the transaction if any exception is thrown during the test.
Best Practices
When using transactions in tests, it's essential to follow best practices, such as:

« Use transactions to ensure database consistency and rollback changes made during the test.
« Configure transactions at the test method level to ensure isolation between tests.
e Use @Transactional withthe rollbackFor attribute to specify exceptions that should cause a rollback.

Objective 2.3 Spring Boot and Spring Data for Backing Stores

2.3.1 Implement a Spring JPA application using Spring Boot

Step 1: Create a new Spring Boot project

You can use your favorite IDE (Intellid, Eclipse, or STS) to create a new Spring Boot project. Alternatively, you can use the Spring Initializr web tool to generate a basic
project structure.

Step 2: Add dependencies

In your pom.xml file (if you're using Maven) or build.gradle file (if you're using Gradle), add the following dependencies:



<!-- Maven -->
<dependencies>
<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-data-jpa</artifactId>
</dependency>
<dependency>
<groupId>com.h2database</groupId>
<artifactId>h2</artifactId>

</dependency>
</dependencies>
<!-- Gradle -->

dependencies {
implementation 'org.springframework.boot:spring-boot-starter-data-jpa’
implementation 'com.h2database:h2’'

We're adding the spring-boot-starter-data-jpa dependency to enable JPA (Java Persistence API) support, and the h2 dependency to use an in-memory H2
database for testing.

Step 3: Configure the database

Create a new file named application.properties inthe src/main/resources directory:

spring.datasource.url=jdbc:h2:mem:mydb
spring.datasource.username=sa
spring.datasource.password=
spring.jpa.hibernate.ddl-auto=create-drop

Here, we're configuring the H2 database connection and setting the Hibernate dialectto create-drop , which will create the database schema on startup and drop it

when the application stops.
Step 4: Create an entity

Create anew class User.java inthe com.example package:

@Entity
public class User {
erd
@GeneratedvValue(strategy = GenerationType.IDENTITY)
private Long id;
private String name;
private String email;

// Getters and setters

We're defining a simple User entity with an auto-generated id field, name ,and email fields.
Step 5: Create a repository

Create a new interface UserRepository.java inthe com.example package:

public interface UserRepository extends JpaRepository<User, Long> {

}
We're defining a repository interface that extends JpaRepository , which provides basic CRUD operations for our User entity.

Step 6: Create a service

Create a new class UserService.java inthe com.example package:



@Service
public class UserService {
@Autowired
private UserRepository userRepository;

public List<User> getAllUsers() {

return userRepository.findAll();

public User createUser(User user) {
return userRepository.save(user);

We're defining a service class that autowires the UserRepository and provides two methods: getAllUsers()

create a new user.
Step 7: Create a REST controller

Create a new class UserController.java inthe com.example package:

@RestController
@RequestMapping("/api/users")
public class UserController {
@Autowired
private UserService userService;

@GetMapping
public List<User> getAllUsers() {
return userService.getAllUsers();

@PostMapping
public User createUser (@RequestBody User user) {
return userService.createUser(user);

to retrieve all users and createUser() to

We're defining a REST controller that autowires the UserService and provides two endpoints: GET /api/users to retrieve all users and POST /api/users to

create a new user.
Step 8: Run the application

Start the application by running the main method in your Spring Boot application class:

@SpringBootApplication
public class SpringBootJpaApplication {
public static void main(String[] args) {
SpringApplication.run(SpringBootJpaApplication.class, args);

The application should start, and you can use a tool like Postman or cURL to test the REST endpoints.

That's it! You now have a basic Spring JPA application using Spring Boot.
Remember to Explore more about Spring Boot features like:

« Configure application properties using @ConfigurationProperties
« Use Spring Boot DevTools for automatic restart and debugging

« Implement security using Spring Security

« Use Spring Boot Actuator for monitoring and management

2.3.2 Create Spring Data Repositories for JPA

Repository Interfaces

Spring Data repositories are interfaces that extend one of the Spring Data repository interfaces, such as JpaRepository , CrudRepository , or

PagingAndSortingRepository . These interfaces provide a set of methods for performing CRUD (Create, Read, Update, Delete) operations on entities.



Let's create a repository interface for our User entity:

public interface UserRepository extends JpaRepository<User, Long> {

}

Here, we're extending JpaRepository , which provides basic CRUD operations for our User entity. The Long type parameter represents the type of the
field in our User entity.

Repository Methods

You can add custom methods to your repository interface to perform specific queries or operations. For example, let's add a method to find users by name:

public interface UserRepository extends JpaRepository<User, Long> {
List<User> findByName(String name);

Spring Data will automatically generate an implementation for this method using the @Query annotation.
Query Methods

You can also use method names to create queries. For example, let's add a method to find users by email:

public interface UserRepository extends JpaRepository<User, Long> {
List<User> findByEmail(String email);

Spring Data will automatically generate an implementation for this method based on the method name.
Custom Queries

You can use the @Query annotation to specify a custom query. For example, let's add a method to find users by name and email:

public interface UserRepository extends JpaRepository<User, Long> {
@Query("SELECT u FROM User u WHERE u.name = :name AND u.email = :email")
List<User> findByNameAndEmail (@Param("name") String name, @Param("email") String email);

Here, we're specifying a custom query using JPQL (Java Persistence Query Language). The @Param annotation is used to specify the parameter names.
Repository Implementations

You don't need to create an implementation for your repository interface. Spring Data will automatically generate an implementation at runtime.

Usage

You can inject your repository interface into a service class or a controller and use its methods to perform CRUD operations. For example:

@Service

public class UserService {
@Autowired
private UserRepository userRepository;
public List<User> getAllUsers() {

return userRepository.findAll();

public User getUserByName(String name) {
return userRepository.findByName (name);

public User createUser(User user) {
return userRepository.save(user);

Here, we're injecting the UserRepository interface into the UserService class and using its methods to perform CRUD operations.
Additional Features

Spring Data repositories provide additional features, such as:

id



« Paging and sorting: You can use the PagingAndSortingRepository interface to perform pagination and sorting.
« ** Auditing**: You can use the JpaRepository interface with auditing enabled to track changes to your entities.
« Cacheing: You can use the @cacheable annotation to cache repository methods.

Section 3 - Spring MVC
Objective 3.1 Web Applications with Spring Boot

3.1.1 Explain how to create a Spring MVC application using Spring Boot

I'd be happy to guide you through creating a Spring MVC application using Spring Boot.
Step 1: Create a new Spring Boot project
You can create a new Spring Boot project using various methods:

« Using Spring Initializr (online tool): Go to start.spring.io, fill in the project details, and select "Web" and "Spring Web" as dependencies. Download the project and
import it into your favorite IDE.

« Using Spring Tool Suite (STS): Create a new Spring Boot project in STS by going to File > New > Spring Boot Project.

« Using IntelliJ IDEA: Create a new Spring Boot project in IntelliJ IDEA by going to File > New > Project... and selecting "Spring" as the project type.

Step 2: Add dependencies

In your pom.xml file (if you're using Maven) or build.gradle file (if you're using Gradle), add the following dependencies:

<!-- Maven -->
<dependencies>
<dependency>

<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-web</artifactId>

</dependency>
</dependencies>
<!-- Gradle -->

dependencies {
implementation 'org.springframework.boot:spring-boot-starter-web'

These dependencies will enable Spring MVC and Tomcat as the embedded servlet container.
Step 3: Create a Spring Boot application class
Create a new Java class witha @SpringBootApplication annotation:

package com.example.springbootmvc;

import org.springframework.boot.SpringApplication;

import org.springframework.boot.autoconfigure.SpringBootApplication;

@SpringBootApplication
public class SpringBootMvcApplication {

public static void main(String[] args) {
SpringApplication.run(SpringBootMvcApplication.class, args);

This class is the entry point of your Spring Boot application.
Step 4: Create a controller

Create a new Java class witha @RestController annotation:


http://start.spring.io/

package com.example.springbootmvc.controller;
import org.springframework.stereotype.Controller;
import org.springframework.ui.Model;

import org.springframework.web.bind.annotation.GetMapping;

@Controller
public class HelloController {

@GetMapping("/hello")
public String hello(Model model) {

model.addAttribute("message", "Hello, World!");
return "hello"; // returns hello.html

This controller handles GET requests to "/hello" and returns a "hello" view.

Step 5: Create a view

Create a new HTML file in the src/main/resources/templates directory: " html
<IDOCTYPE html>

Hello, World!

This is a simple Thymeleaf template that displays the message attribute set in the controller.
Step 6: Run the application

Run the Spring Boot application using your IDE or by executing the following command in your terminal:

mvn spring-boot:run (for Maven)
gradle bootRun (for Gradle)

Open a web browser and navigate to http://localhost:8080/hello . You should see the "Hello, World!" message.
That's it! You've created a basic Spring MVC application using Spring Boot.
Additional Tips

« You can customize the application configuration using the application.properties fileorthe application.yml file.

« You can add more dependencies, such as spring-boot-starter-data-jpa for database integration or spring-boot-starter-security for security
features.

« You can use Spring Boot's auto-configuration features to simplify your application configuration.

3.1.2 Describe the basic request processing lifecycle for REST requests

As a Spring expert and VMware's Spring Pro certification holder, I'd be happy to describe the basic request processing lifecycle for REST requests in a Spring-based
application.

The request processing lifecycle for REST requests in a Spring-based application involves the following stages:
Stage 1: Request Receipt

« The Tomcat server (or any other embedded servlet container) receives an HTTP request from a client (e.g., a web browser or a mobile app).
« The request is passed to the Spring Framework's DispatcherServlet , which is the front controller responsible for handling all incoming requests.

Stage 2: Request Mapping

e« The DispatcherServlet usesthe RequestMapper to determine which handler method should process the request.
« The RequestMapper analyzes the request's URL, HTTP method, and other attributes to identify the best-matching handler method.
« In a RESTful application, the @RequestMapping annotation is used to map requests to specific handler methods.

Stage 3: HandlerMethodArgumentResolver

« Once the handler method is identified, the DispatcherServlet usesthe HandlerMethodArgumentResolver to resolve the method arguments.
« This step involves converting the request parameters, headers, and body into method arguments that can be passed to the handler method.



« Spring provides various HandlerMethodArgumentResolver implementations, such as RequestParamMethodArgumentResolver and
RequestBodyMethodArgumentResolver , to handle different types of method arguments.

Stage 4: HandlerMethod Invocation

« The DispatchersServlet invokes the handler method, passing the resolved method arguments.
« The handler method processes the request and returns a response, which can be a simple value, an object, ora ResponseEntity .

Stage 5: ReturnValueHandler

« The DispatcherServlet usesthe ReturnvValueHandler to handle the response returned by the handler method.

« The ReturnValueHandler determines how to write the response to the HTTP response output stream.

« Spring provides various ReturnValueHandler implementations, such as HttpEntityMethodProcessor and ViewMethodReturnValueHandler ,to
handle different types of responses.

Stage 6: View Resolution (Optional)

« If the response is a view name (e.g., a Thymeleaf template), the DispatcherServlet resolves the view usingthe ViewResolver .
« The ViewResolver determines the actual view implementation (e.g., a Thymeleaf template) and renders the view with the model data.

Stage 7: Response Writing

« The final response is written to the HTTP response output stream.
« Spring uses the HttpServletResponse objectto write the response headers, status code, and body.

Stage 8: Request Completion
« The DispatcherServlet completes the request processing lifecycle and returns control to the Tomcat server.

« The Tomcat server sends the response back to the client, and the request is considered complete.

3.1.3 Create a simple RESTful controller to handle GET requests

As a Spring expert, I'd be happy to help you with that.

Here's an example of a simple RESTful controller in Spring Boot that handles GET requests:

import org.springframework.web.bind.annotation.GetMapping;

import org.springframework.web.bind.annotation.RestController;

@RestController
public class HelloWorldController {

@GetMapping("/hello")
public String helloWorld() {
return "Hello, World!";

@GetMapping("/users")
public String getUsers() {
return "[{id: 1, name: 'John Doe'}, {id: 2, name: 'Jane Doe'}]";

Let me explain what's going on here:

* @RestController is a stereotype annotation that indicates this class is a web request handler. It's a shortcut for @Controller + @ResponseBody .

e @GetMapping is a annotation that maps the method to a GET request. You can also use @PostMapping , @PutMapping , @DeleteMapping , etc. for
different HTTP methods.

e The first method helloWorld() respondsto GET requeststo /hello and returns a simple "Hello, World!" string.

« The second method getUsers() respondsto GET requeststo /users and returns a JSON array of users (in this case, a hardcoded string, but in a real-world
scenario, you'd typically fetch data from a database or service).

To make this work, you'll need to create a Spring Boot application and add the necessary dependencies. Here's an example pom.xml file for a Maven-based project:



<?xml version="1.0" encoding="UTF-8"?>
<project xmlns="http://maven.apache.org/POM/4.0.0" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/xsd/maven-4.0.0.xsd">
<modelVersion>4.0.0</modelVersion>

<groupId>com.example</groupId>
<artifactId>hello-world</artifactId>
<version>0.0.1-SNAPSHOT</version>

<packaging>jar</packaging>

<name>hello-world</name>
<description>Hello World RESTful service</description>

<parent>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-parent</artifactId>
<version>2.3.1.RELEASE</version>
<relativePath/> <!-- lookup parent from repository -->
</parent>

<dependencies>
<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-web</artifactId>
</dependency>
</dependencies>

<build>
<plugins>
<plugin>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-maven-plugin</artifactId>
</plugin>
</plugins>
</build>

</project>

In this example, we're using Spring Boot 2.3.1.RELEASE and the spring-boot-starter-web dependency to enable web development.

Once you've created the project, you can run the application using mvn spring-boot:run orby creatinga main method in a Java class:

import org.springframework.boot.SpringApplication;
import org.springframework.boot.autoconfigure.SpringBootApplication;

@SpringBootApplication
public class HelloWorldApplication {

public static void main(String[] args) {
SpringApplication.run(HelloWorldApplication.class, args);

Start the application, and you should be able to access the GET endpoints using a tool like curl or a web browser:
e http://localhost:8080/hello

¢ http://localhost:8080/users

3.1.4 Configure for deployment

Step 1: Configure the DispatcherServiet

In a Spring MVC application, the DispatcherServlet is the front controller that handles incoming requests. To configure it, you need to create a web.xml filein
the src/main/webapp/WEB-INF directory:



<?xml version="1.0" encoding="UTF-8"?>

<web-app version="3.1" xmlns="http://xmlns.jcp.org/xml/ns/javaee"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://xmlns.jcp.org/xml/ns/javaee
http://xmlns.jcp.org/xml/ns/javaee/web-app_3_1.xsd">

<servlet>
<servlet-name>dispatcher</servlet-name>
<servlet-class>org.springframework.web.servlet.DispatcherServlet</servlet-class>
<load-on-startup>1</load-on-startup>

</servlet>

<servlet-mapping>
<servlet-name>dispatcher</servlet-name>
<url-pattern>/</url-pattern>
</servlet-mapping>

</web-app>

This configuration tells the servlet container to load the DispatcherServlet when the application starts, and map it to handle requests with a URL pattern of / .
Step 2: Configure the Spring MVC Configuration File

Create a spring-mvc-config.xml fileinthe src/main/resources directory:

<?xml version="1.0" encoding="UTF-8"?>

<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans.xsd">

<!-- Enable annotation-driven MVC configuration -->

<mvc:annotation-driven/>

<!-- Enable component scanning for controllers -->

<context:component-scan base-package="com.example.controllers"/>

<!-- View resolver configuration -->

<bean class="org.springframework.web.servlet.view.InternalResourceViewResolver">
<property name="prefix" value="/WEB-INF/views/"/>
<property name="suffix" value=".jsp"/>

</bean>

</beans>

This configuration enables annotation-driven MVC configuration, component scanning for controllers, and configures a view resolver to resolve JSP views.
Step 3: Configure the Logging

Create a logback.xml fileinthe src/main/resources directory:

<?xml version="1.0" encoding="UTF-8"?>
<configuration>
<appender name="STDOUT" class="ch.gos.logback.core.ConsoleAppender">
<layout class="ch.gos.logback.classic.PatternLayout">
<pattern>
%d{yyyy-MM-dd HH:mm:ss} [%thread] %-5level %$logger{36} - %msg%n
</pattern>
</layout>
</appender>
<root level="INFO">
<appender-ref ref="STDOUT"/>
</root>
</configuration>

This configuration sets up logging to the console with a pattern that includes the date, thread, level, logger, and message.

Step 4: Package the Application

Package the application using the following command:



mvn package

This will create a war fileinthe target directory.
Step 5: Deploy the Application
Deploy the war file to a servlet container such as Apache Tomcat, IBM WebSphere, or Oracle WebLogic.

Alternatively, if you're using Spring Boot, you can create a runnable jar file and deploy it as a stand-alone application:
mvn spring-boot:run

This will start the application on an embedded Tomcat server.

That's it! Your Spring MVC application is now configured and ready for deployment.

Objective 3.2 REST Applications

Section 4 - Testing
Objective 4.1 Testing Spring Applications

4.1.1 Write tests using JUnit 5

Writing tests using JUnit 5 is a crucial aspect of ensuring the quality and reliability of our Spring and Spring Boot applications. As an expert in using Spring and Spring
Boot, I'd be happy to guide you through the process of writing general tests using JUnit 5.

Prerequisites
Before we dive into writing tests, make sure you have the following setup:

1. You're using Java 8 or later.
2. You have JUnit 5 (also known as JUnit Jupiter) in your project's dependencies.
3. You have a basic understanding of Spring and Spring Boot.

Basic Test Structure
A JUnit 5 test typically consists of three parts:

1. Test Class: A class that contains one or more test methods.
2. Test Method: A method that contains the actual test code.
3. Assertions: Statements that verify the expected behavior of the code under test.

Here's an example of a simple test class:
import org.junit.jupiter.api.Test;
public class MyTest {

@Test

void myFirstTest() {
// Test code goes here

Writing a Simple Test

Let's write a simple test to demonstrate the basic structure:



import org.junit.jupiter.api.Test;
import static org.junit.jupiter.api.Assertions.assertEquals;

public class CalculatorTest {

@Test

void testAddition() {
Calculator calculator = new Calculator();
int result = calculator.add(2, 3);
assertEquals(5, result);

class Calculator {
int add(int a, int b) {
return a + b;

In this example, we have a Calculator class withan add method that takes two integers and returns their sum. The
test method, testAddition , which:

1. Creates an instance of the Calculator class.
2. Callsthe add method with arguments 2 and 3.
3. Asserts that the result is equal to 5 using the assertEquals method.

Test Annotations

JUnit 5 provides various annotations to control the test execution and behavior. Here are some commonly used annotations:

* @Test :Marks a method as a test method.

e @BeforeAll and @AfterAll :Used for setup and teardown of the entire test class.
e @BeforeEach and @AfterEach :Used for setup and teardown of each test method.
e« @Disabled : Temporarily disables a test method or class.

Spring-Specific Testing
When testing Spring-based applications, you'll often need to use Spring-specific testing features, such as:

« @SpringBootTest :Enables Spring Boot test annotations and auto-configuration.
« @Autowired :Injects Spring-managed beans into your test class.
e @MockBean : Creates a mock implementation of a Spring-managed bean.

Here's an example of a Spring Boot test:

import org.junit.jupiter.api.Test;
import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.boot.test.context.SpringBootTest;

@SpringBootTest
public class MyServiceTest {

@Autowired
private MyService myService;

@Test
void testMyService() {
// Test code using myService

CalculatorTest

class contains a single

In this example, we use @SpringBootTest to enable Spring Boot test annotations and auto-configuration. We then autowire an instance of MyService using

@Autowired , which is a Spring-managed bean.
Best Practices
When writing tests, keep the following best practices in mind:

« Keep tests independent and isolated from each other.
« Use descriptive test names and method names.



« Keep test methods short and focused on a specific scenario.
« Use assertions to verify the expected behavior.
« Avoid using static variables and methods in test classes.

By following these guidelines and using JUnit 5, you'll be able to write robust and effective tests for your Spring and Spring Boot applications.

4.1.2 Write Integration Tests using Spring

Writing integration tests using Spring! This is an essential aspect of ensuring the reliability and integrity of our Spring-based applications. As an expert in using Spring and
Spring Boot, I'd be happy to guide you through the process of writing effective integration tests using Spring.

What are Integration Tests?

Integration tests, also known as end-to-end tests, verify that multiple components of an application work together seamlessly. These tests focus on the interactions
between components, services, and systems, ensuring that the entire application functions as expected.

Why Write Integration Tests in Spring?
In a Spring-based application, integration tests are crucial for several reasons:

1. Verify complex interactions: Spring applications often involve complex interactions between components, services, and external systems. Integration tests help
ensure that these interactions work correctly.

2. Test service integrations: Spring applications often rely on external services, such as databases, messaging systems, or APIs. Integration tests verify that these
service integrations work as expected.

3. Ensure system-wide behavior: Integration tests validate that the entire application behaves correctly, from the presentation layer to the data access layer.

Using Spring Test Framework
The Spring Test Framework provides a comprehensive set of annotations and tools for writing integration tests. Here are some key annotations and concepts:

* @SpringBootTest :Enables Spring Boot's auto-configuration and initializes the application context for testing.
« Q@Autowired :Injects Spring-managed beans into the test class.

e @Test :Marks a method as a test method.

e« TestRestTemplate : A utility for making HTTP requests to the application.

Example Integration Test

Let's write an example integration test for a simple Spring Boot RESTful service:

import org.junit.jupiter.api.Test;

import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.boot.test.autoconfigure.web.servlet.AutoConfigureMockMvc;
import org.springframework.boot.test.context.SpringBootTest;

import org.springframework.http.HttpStatus;

import org.springframework.test.web.servlet.MockMvc;

import org.springframework.test.web.servlet.MvcResult;

import static org.springframework.test.web.servlet.request.MockMvcRequestBuilders.get;
import static org.springframework.test.web.servlet.result.MockMvcResultMatchers.status;

@SpringBootTest (webEnvironment = SpringBootTest.WebEnvironment.RANDOM_ PORT)
@AutoConfigureMockMvc
public class UserServiceIntegrationTest {
@Autowired
private MockMvc mvc;
@Test
void testGetUser() throws Exception {
MvcResult result = mvc.perform(get("/users/1"))
.andExpect (status().is0k())
.andReturn();
// Verify the response
String responseBody = result.getModelAndView().getModel().toString();
assertEquals("User 1", responseBody);

In this example, we:

1. Use @SpringBootTest to initialize the application context.
2. Enable auto-configuration of the MockMvc instance using @AutoConfigureMockMvc .



3. Autowire the MockMvc instance using @Autowired .

4. Write a test method, testGetUser , that sends a GET request to the /users/1 endpoint.
5. Verify the response status is 200 OK using andExpect .

6. Verify the response body using assertEquals .

Best Practices
When writing integration tests in Spring, keep the following best practices in mind:

« Keep tests independent: Ensure each test is independent and doesn't affect the state of other tests.

« Use separate test configurations: Use separate test configurations to isolate tests from the main application configuration.

« Use MockMvc: Use MockMvc to simulate HTTP requests and verify responses.

« Use test-specific beans: Use test-specific beans to override production beans and customize the application context for testing.
« Keep tests concise: Keep tests concise and focused on a specific scenario or feature.

By following these guidelines and using the Spring Test Framework, you'll be able to write effective integration tests for your Spring-based applications.

4.1.3 Configure Tests using Spring Profiles

Configuring tests using Spring Profiles! As an expert in using Spring and Spring Boot, I'd be happy to guide you through the process of configuring tests using Spring
Profiles.

What are Spring Profiles?

Spring Profiles allow you to separate your application's configuration into different profiles, which can be activated or deactivated based on certain conditions. Profiles are
useful for distinguishing between different environments, such as development, testing, staging, and production.

Why Use Spring Profiles for Testing?

When writing tests for your Spring-based application, you may want to use different configurations, dependencies, or mocks compared to the production environment.
Spring Profiles enable you to define test-specific configurations, which can be used to:

1. Override production beans: Provide test-specific implementations for certain beans.
2. Mock external services: Replace external services with mock implementations.
3. Customize test configurations: Define test-specific properties, environment variables, or other settings.

Configuring Tests using Spring Profiles
To configure tests using Spring Profiles, follow these steps:

1. Define a test profile: Create a new profile, e.g., test ,inyour application.properties or application.yml file:

spring:
profiles:
active: test

1. Create a test configuration class: Create a configuration class annotated with @Profile("test") :

@Configuration
@Profile("test")
public class TestConfig {
@Bean
public DataSource dataSource() {
// Return a test-specific data source
}
@Bean
public MyService myService() {

// Return a test-specific implementation of MyService

1. Activate the test profile: In your test class, use the @ActiveProfiles annotation to activate the test profile:



@ExtendWith(SpringExtension.class)
@ActiveProfiles("test")
public class MyIntegrationTest {
@Autowired
private MyService myService;
@Test
void testMyService() {
// Test code using myService

Tips and Variations
Here are some additional tips and variations to keep in mind:

« Use @Profile on individual beans: Instead of creating a separate configuration class, you can annotate individual beans with @Profile to specify the profile
they belong to.

« Use @cConditionalOnProfile : This annotation can be used to conditionally create beans or perform actions based on the active profile.

« Use environment variables: You can use environment variables to activate profiles based on the testing environment. For example, you can set an environment
variable SPRING PROFILES ACTIVE=test in your test environment.

« Combine profiles: You can combine multiple profiles by separating them with commas, e.g., - @ActiveProfiles({"test", "mysql"})

Best Practices
When using Spring Profiles for testing, keep the following best practices in mind:

« Keep test configurations separate: Keep test configurations separate from production configurations to avoid mixing or overwriting production settings.
« Use meaningful profile names: Use meaningful profile names to clearly identify the purpose of each profile.
« Document profile usage: Document the usage of profiles in your tests to ensure clarity and maintainability.

By configuring tests using Spring Profiles, you can ensure that your tests are properly isolated from the production environment and that you can write robust, reliable tests

for your Spring-based application.

4.1.4 Extend Spring Tests to work with Databases

Extending Spring tests to work with databases! As an expert in using Spring and Spring Boot, I'd be happy to guide you through the process of extending Spring tests to
work with databases.

Why Test with Databases?

When writing tests for your Spring-based application, it's essential to test the data access layer, which involves interacting with databases. Testing with databases helps
ensure that your application's data access logic works correctly and that your database schema is compatible with your application.

Spring Test Support for Databases
Spring provides built-in support for testing with databases through various annotations and classes. Here are some key features:

e @DataJdpaTest :Enables JPA-based testing, including automatic creation and deletion of test data.

« @JdbcTest :Enables JDBC-based testing, including automatic creation and deletion of test data.

« TestDatabaseAutoConfiguration :Automatically configures a test database based on the Spring Boot application configuration.
¢ TestEntityManager : Provides a test-specific entity manager for JPA-based testing.

Example: Testing with H2 Database

Let's write an example test that uses an in-memory H2 database:



import org.junit.jupiter.api.Test;

import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.boot.test.autoconfigure.jdbc.AutoConfigureTestDatabase;
import org.springframework.boot.test.autoconfigure.orm.jpa.DataJpaTest;

import org.springframework.test.context.jdbc.Sql;

import org.springframework.transaction.annotation.Transactional;

@DataJpaTest
@AutoConfigureTestDatabase(replace = AutoConfigureTestDatabase.Replace.NONE)
public class UserRepositoryTest {

@Autowired

private TestEntityManager entityManager;

@Autowired

private UserRepository userRepository;

@Test

@Transactional

@Sql("/users.sql")

void testFindAllUsers() {

// Test code using userRepository

In this example, we:

. Use @DataJdpaTest to enable JPA-based testing.

. Use @AutoConfigureTestDatabase to configure the test database.

. Autowire the TestEntityManager and UserRepository instances.
Use @Transactional to enable transactional support for the test.

oA WN =

. Use @sqgl toexecute a SQL script ( users.sql ) to populate the test data.
Tips and Variations
Here are some additional tips and variations to keep in mind:

« Use @sql toexecute SQL scripts: You canuse @sql to execute SQL scripts to populate test data or to setup the database schema.

« Use TestDatabaseAutoConfiguration : This class automatically configures a test database based on the Spring Boot application configuration.

« Use @JdbcTest for JDBC-based testing: If you're using JDBC instead of JPA, use @JdbcTest to enable JDBC-based testing.

« Use @EmbeddedDatabase for in-memory databases: If you want to use an in-memory database, use @EmbeddedDatabase to create an in-memory
database instance.

Best Practices
When testing with databases, keep the following best practices in mind:

« Use separate test databases: Use separate test databases to avoid contaminating the production database with test data.
« Use transactional tests: Use transactional tests to ensure that test data is rolled back after each test.
« Use meaningful test data: Use meaningful test data to ensure that your tests are relevant and effective.

By extending Spring tests to work with databases, you can ensure that your application's data access layer is thoroughly tested and reliable.

Objective 4.2 Advanced Testing with Spring Boot and MockMVC

4.2.1 Enable Spring Boot testing

To enable Spring Boot testing, you'll need to add the necessary dependencies and annotations to your test classes. Here's a brief overview:
1. Add the necessary dependencies:

Inyour pom.xml file (if you're using Maven) or your build.gradle file (if you're using Gradle), add the following dependencies:



<!-- Maven -->

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-test</artifactId>
<scope>test</scope>

</dependency>

<!-- Gradle -->

testImplementation 'org.springframework.boot:spring-boot-starter-test'

These dependencies will provide the necessary testing libraries, including JUnit, Assertd, and Mockito.
2. Create a test class:

Create a new test class inthe src/test/java directory, with a name that follows the convention of *Test.java . For example:

// MyServiceTest.java
@SpringBootTest
class MyServiceTest {

// test methods go here

3. Use annotations:
In your test class, use the following annotations:

e @SpringBootTest : This annotation tells Spring Boot to create a test application context.
e @Test :This annotation marks a method as a test method.
e Q@Autowired : This annotation injects a Spring Bean into your test class.

Here's an example:

@SpringBootTest
class MyServiceTest {
@Autowired
private MyService myService;
@Test
void testMyMethod() {
// test code goes here
MyResponse response = myService.myMethod();
assertNotNull (response);
assertEquals("expected result", response.getResult());

4. Run your tests:
Run your tests using your IDE or the command line. Spring Boot will create a test application context, and your tests will execute.
Tips:

« Make sure to use the @SpringBootTest annotation at the class level, not at the method level.
« Youcanuse @MockBean tomock outdependencies in your test class.

e Use @Test annotations to mark individual test methods.

e Use @Before and @After annotations to setup and tear down your test environment.

4.2.2 Perform integration testing

Integration testing is an essential part of ensuring that your Spring Boot application works as expected! As a VMware Spring Pro certified expert, I'd be happy to guide you
through performing integration testing in Spring Boot.

What is Integration Testing?

Integration testing involves verifying that multiple components of your application work together seamlessly. In the context of Spring Boot, this means testing how your
controllers, services, repositories, and other components interact with each other and with external systems, such as databases or message queues.

Why Perform Integration Testing?

Integration testing is crucial because it helps you:



1. Ensure correct interaction: Verify that components communicate correctly, and data is processed as expected.
2. Catch integration issues: Identify problems that might arise when components are combined, such as database connection issues or messaging errors.
3. Improve overall quality: Integration testing helps you deliver a more reliable and stable application.

How to Perform Integration Testing in Spring Boot
To perform integration testing in Spring Boot, you'll need to:
1. Add the necessary dependencies:

In your pom.xml file (if you're using Maven) or your build.gradle file (if you're using Gradle), add the following dependencies:

<!-- Maven -->

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-test</artifactId>
<scope>test</scope>

</dependency>

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-web</artifactId>
<scope>test</scope>

</dependency>

<!-- Gradle --—>

testImplementation 'org.springframework.boot:spring-boot-starter-test’
testImplementation 'org.springframework.boot:spring-boot-starter-web'

2. Create a test class:

Create a new test class inthe src/test/java directory, with a name that follows the convention of *IT.java (e.g., MyApplicationIT.java ).

// MyApplicationIT.java
@SpringBootTest (webEnvironment = SpringBootTest.WebEnvironment.RANDOM PORT)
class MyApplicationIT {

// test methods go here

3. Use annotations:
In your test class, use the following annotations:

* @springBootTest : This annotation tells Spring Boot to create a test application context.
e @WebEnvironment.RandomPort : This annotation specifies that the test should use a random port for the embedded servlet container.
e @Autowired : This annotation injects a Spring Bean into your test class.

4. Write test methods:
Write test methods that exercise your application's functionality, such as:

« Testing REST endpoints using TestRestTemplate oOr RestTemplate
« Verifying data persistence using a test database
« Simulating user interactions using a test framework like Selenium

Here's an example test method:

@Test
void testGetUsers() {
RestTemplate restTemplate = new TestRestTemplate();
ResponseEntity<List<User>> response = restTemplate.getForEntity("/users", List.class);
assertNotNull (response.getBody());
assertEquals (HttpStatus.OK, response.getStatusCode());

5. Run your tests:
Run your tests using your IDE or the command line. Spring Boot will create a test application context, and your tests will execute.

Tips:



« Use @Transactional to roll back database changes made during testing.
« Use @MockBean to mock out dependencies that you don't want to test.

e Use TestRestTemplate or RestTemplate totest REST endpoints.

« Use a test framework like Selenium for end-to-end testing.

By following these steps, you'll be able to perform integration testing in your Spring Boot application and ensure that your components work together seamlessly.

4.2.3 Perform MockMVC testing

MockMVC testing is an excellent way to test your Spring Boot application's web layer! As a VMware Spring Pro certified expert, I'd be happy to guide you through
performing MockMVC testing in Spring Boot.

What is MockMVC?

MockMVC is a part of the Spring Test framework that allows you to test your application's web layer in isolation. It provides a way to mocking out the HTTP requests and
responses, allowing you to focus on testing your controller logic without having to start a full-fledged web server.

Why Perform MockMVC Testing?
MockMVC testing is useful for:

1. Faster testing: MockMVC tests are typically faster than full-blown integration tests, as they don't require starting a web server or database.
2. Isolation: MockMVC allows you to test your controller logic in isolation, without worrying about external dependencies.
3. Easy testing: MockMVC provides an easy-to-use API for testing your application's web layer.

How to Perform MockMVC Testing in Spring Boot
To perform MockMVC testing in Spring Boot, you'll need to:
1. Add the necessary dependencies:

In your pom.xml file (if you're using Maven) or your build.gradle file (if you're using Gradle), add the following dependencies:

<!-- Maven -->

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-test</artifactId>
<scope>test</scope>

</dependency>

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-web</artifactId>
<scope>test</scope>

</dependency>

<!-- Gradle -->

testImplementation 'org.springframework.boot:spring-boot-starter-test'
testImplementation 'org.springframework.boot:spring-boot-starter-web'

2. Create a test class:

Create a new test class in the src/test/java directory, with a name that follows the convention of *Tests.java (e.g., MyControllerTests.java ).

// MyControllerTests.java
@WebMvcTest (MyController.class)
class MyControllerTests {
@Autowired
private MockMvc mockMvc;

// test methods go here

3. Use annotations:
In your test class, use the following annotations:

*« @WebMvcTest : This annotation tells Spring Boot to create a MockMVC instance for testing web controllers.
* Q@Autowired : This annotation injects the MockMVC instance into your test class.



4. Write test methods:
Write test methods that exercise your controller's functionality, such as:

« Testing HTTP requests and responses using MockMVC's API
« Verifying model attributes and view names
« Testing error handling and exception scenarios

Here's an example test method:

@Test
void testGetUsers() throws Exception {
MvcResult result = mockMvc.perform(get("/users"))
.andExpect (status().is0Ok())
.andExpect (view().name( "users"))
.andReturn();
List<User> users = (List<User>) result.getModelAndView().getModel();
assertNotNull (users);
assertEquals(2, users.size());

5. Run your tests:
Run your tests using your IDE or the command line. Spring Boot will create a MockMVC instance, and your tests will execute.
Tips:

« Use @MockBean to mock out dependencies that you don't want to test.

e Use MockMvc totest HTTP requests and responses.

e« Use MvcResult to access the result of the HTTP request.

« Use andExpect to verify the expected response status, view name, and model attributes.

By following these steps, you'll be able to perform MockMVC testing in your Spring Boot application and ensure that your controller logic is working as expected.

4.2.4 Perform slice testing

Slice testing is a great way to isolate and test specific layers of your Spring Boot application! As a VMware Spring Pro certified expert, I'd be happy to guide you through
performing slice testing in Spring Boot.

What is Slice Testing?

Slice testing is a testing technique that allows you to isolate and test specific layers of your application, such as the web layer, service layer, or repository layer. This
approach helps you to focus on testing individual components or layers in isolation, making it easier to identify and fix issues.

Why Perform Slice Testing?
Slice testing is useful for:

1. Faster testing: Slice testing allows you to test individual layers or components quickly, without having to set up a full-fledged application context.
2. Isolation: Slice testing helps you to isolate specific layers or components, making it easier to identify and fix issues.
3. Targeted testing: Slice testing enables you to focus on testing specific aspects of your application, such as the web layer or service layer.

How to Perform Slice Testing in Spring Boot
To perform slice testing in Spring Boot, you'll need to:
1. Add the necessary dependencies:

In your pom.xml file (if you're using Maven) or your build.gradle file (if you're using Gradle), add the following dependencies:

<!-- Maven -->

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-test</artifactId>
<scope>test</scope>

</dependency>

<!-- Gradle -->

testImplementation 'org.springframework.boot:spring-boot-starter-test'



2. Create a test class:

Create a new test class inthe src/test/java directory, with a name that follows the convention of *Tests.java (e.g., MyWebLayerTests.java ).

// MyWebLayerTests.java
@WebMvcTest (controllers = MyController.class)
class MyWebLayerTests {

// test methods go here

3. Use annotations:
In your test class, use the following annotations:

*« @WebMvcTest : This annotation tells Spring Boot to create a test application context for the web layer.
e @DataJddbcTest : This annotation tells Spring Boot to create a test application context for the data access layer (e.g., repositories).
e @serviceTest : This annotation tells Spring Boot to create a test application context for the service layer.

4. Write test methods:
Write test methods that exercise the specific layer or component you're testing, such as:

« Testing HTTP requests and responses using MockMVC
« Verifying data access using a test database
« Testing service layer logic using mock objects

Here's an example test method:

@Test
void testGetUsers() throws Exception {
MvcResult result = mockMvc.perform(get("/users"))
.andExpect (status().isOk())
.andReturn();
List<User> users = (List<User>) result.getModelAndView().getModel();
assertNotNull (users);
assertEquals(2, users.size());

5. Run your tests:

Run your tests using your IDE or the command line. Spring Boot will create a test application context for the specific layer or component you're testing, and your tests will
execute.

Tips:

« Use @MockBean to mock out dependencies that you don't want to test.

« Use @spyBean to spy on dependencies that you want to test.

e« Use TestRestTemplate or RestTemplate totest REST endpoints.
« Use a test framework like Mockito or JMock to mock out dependencies.

By following these steps, you'll be able to perform slice testing in your Spring Boot application and ensure that individual layers or components are working as expected.

Section 5 - Security

Objective 5.1 Explain basic security concepts

As an expert in using Spring and Spring Boot, I'd be happy to explain basic security concepts in the context of Spring and Spring Boot.
Authentication vs Authorization

In the context of security, authentication and authorization are two distinct concepts.

Authentication is the process of verifying the identity of a user or a system. In other words, it's about ensuring that the person or system trying to access a resource is
who they claim to be. In Spring, authentication is typically handled using mechanisms like username/password, OAuth, or Kerberos.

Authorization, on the other hand, is the process of determining what actions a user or system can perform on a resource once they've been authenticated. In other
words, it's about deciding what permissions or access levels a user has on a particular resource.



Spring Security

Spring Security is a popular security framework for Java-based applications, including those built with Spring and Spring Boot. It provides a comprehensive set of features
for securing web applications, including authentication, authorization, and access control.

In a Spring-based application, security is typically configured using the SecurityConfig class, which is annotated with @Configuration and
@EnableWebSecurity . This class defines the security settings for the application, including the authentication manager, user details service, and access control lists
(ACLs).

Security Annotations

Spring Security provides several annotations that can be used to secure methods and controllers in a Spring-based application. Some common security annotations
include:

e @Secured :Used to specify the roles or permissions required to access a method or controller.
¢ @RolesAllowed : Used to specify the roles required to access a method or controller.
e @PreAuthorize and @PostAuthorize :Used to specify pre- and post-authorization checks on a method or controller.

OAuth 2.0

OAuth 2.0 is an industry-standard protocol for authorization, which allows a client (such as a web application) to request access to a protected resource on behalf of a
user. In Spring, OAuth 2.0 is supported through the spring-security-oauth2 module.

Common OAuth 2.0 concepts in Spring include:

« Authorization Server: The server responsible for issuing access tokens to clients.
« Resource Server: The server that protects the resources being accessed by the client.
« Client: The application that requests access to the protected resources on behalf of the user.

CSRF Protection

CSRF (Cross-Site Request Forgery) is a type of attack where an attacker tricks a user into performing an unintended action on a web application. Spring provides CSRF
protection through the csrfFilter class, which generates a random token for each request and verifies it on subsequent requests.

SSL/TLS

SSL/TLS (Secure Sockets Layer/Transport Layer Security) is a cryptographic protocol used to secure communication between a client and a server. In Spring, SSL/TLS
can be enabled using the server.ssl configuration properties.

These are just some of the basic security concepts in the context of Spring and Spring Boot. As a VMware Spring Pro certified expert, I'm happy to dive deeper into these
topics or explore other security-related issues in Spring-based applications.

Objective 5.2 Use Spring Security to configure Authentication and Authorization
As an expert in using Spring and Spring Boot, I'd be happy to explain how to configure authentication and authorization using Spring Security.
Step 1: Adding Spring Security Dependencies

To use Spring Security, we need to add the following dependencies to our pom.xml file (if we're using Maven) or our build.gradle file (if we're using Gradle):

<!-- Maven -->

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-security</artifactId>

</dependency>

<!-- Gradle -->

dependencies {
implementation 'org.springframework.boot:spring-boot-starter-security’

Step 2: Configuring Authentication

To configure authentication, we need to create a SecurityConfig class that extends WebSecurityConfigurerAdapter . This class will define our
authentication settings:



@Configuration
@EnableWebSecurity
public class SecurityConfig extends WebSecurityConfigurerAdapter {
@Autowired
private UserService userService;
@override
protected void configure(AuthenticationManagerBuilder auth) throws Exception {
auth.userDetailsService(userService) .passwordEncoder (passwordEncoder());
}
@Bean
public PasswordEncoder passwordEncoder() {
return new BCryptPasswordEncoder();
}
@Override
protected void configure(HttpSecurity http) throws Exception {
http.csrf().disable()
.authorizeRequests()
.antMatchers("/login", "/register").permitAll()
.anyRequest().authenticated()
.and()
.formLogin();

In this example, we're using a UserService to load users from a database, and we're usinga BCryptPasswordEncoder to encode passwords.
Step 3: Configuring Authorization

To configure authorization, we need to define roles and permissions for our users. We can do this by adding roles to our UserService and usingthe @Secured
annotation on our controllers:

@Service
public class UserService implements UserDetailsService {
@Autowired
private UserRepository userRepository;
@Override
public UserDetails loadUserByUsername(String username) throws UsernameNotFoundException {
User user = userRepository.findByUsername(username);

if (user != null) {
return new User(user.getUsername(), user.getPassword(), getAuthorities(user.getRoles()));
} else {

throw new UsernameNotFoundException("User not found");

}

private List<GrantedAuthority> getAuthorities(List<String> roles) {
List<GrantedAuthority> authorities = new ArrayList<>();
for (String role : roles) {
authorities.add(new SimpleGrantedAuthority(role));

}

return authorities;

In this example, we're loading users from a database and assigning roles to each user.
Step 4: Securing Controllers

To secure our controllers, we can use the @Secured annotation to specify the roles required to access a particular method or controller:



@RestController
@RequestMapping("/api")
public class MyController {
@GetMapping("/admin")
@Secured("ROLE_ADMIN")
public String adminMethod() {
return "Admin method";

}

@GetMapping("/user")

@Secured("ROLE_USER")

public String userMethod() {
return "User method";

In this example, we're securing two methods with different roles: adminMethod requiresthe ROLE_ADMIN role, and userMethod requiresthe ROLE_USER
role.

Step 5: Authenticating Users

To authenticate users, we need to create a login form and handle the login request:

<form action="/login" method="post">
<label for="username">Username:</label>
<input type="text" id="username" name="username"><br><br>
<label for="password">Password:</label>
<input type="password" id="password" name="password"><br><br>
<input type="submit" value="Login">

</form>

Inour SecurityConfig class, we've already configured the login form to be handled by the formLogin() method.

Objective 5.3 Define Method-level Security
As an expert in using Spring and Spring Boot, I'd be happy to explain Method-level Security in the context of Spring Security.
What is Method-level Security?

Method-level security is a security mechanism that allows you to secure individual methods within a class, rather than securing the entire class or controller. This approach
provides fine-grained control over access to specific methods, enabling you to restrict access to certain operations based on user roles, permissions, or other conditions.

How does Method-level Security work in Spring Security?

In Spring Security, method-level security is achieved using annotations on individual methods. These annotations specify the security constraints that must be met before
the method can be invoked.

Here are some common annotations used for method-level security in Spring Security:

« @secured : Specifies the roles that are required to access a method.

e @PreAuthorize :Evaluates a SpEL expression to determine whether a method can be invoked.

e Q@PostAuthorize :Evaluates a SpEL expression after a method has been invoked to determine whether the result can be returned.
*« @pPreFilter and @PostFilter :Used to filter collections or arrays before or after they are returned from a method.

Example of Method-level Security using @Secured

Let's consider an example of a service class with two methods: deleteUser and getUser .

@Service
public class UserService {
@Secured("ROLE_ADMIN")
public void deleteUser(Long userId) {
// Delete user logic here
}
@Secured("ROLE_USER")
public User:getUser(Long userId) {
// Get user logic here

In this example, the deleteUser method is secured with the ROLE_ADMIN role, which means that only users with the ROLE_ADMIN role can invoke this method.



The getUser method is secured withthe ROLE_USER role, which means that only users with the ROLE_USER role can invoke this method.
Benefits of Method-level Security
Method-level security provides several benefits, including:

« Fine-grained control over access to specific operations
« Improved security by limiting access to sensitive data and operations
« Simplified security configuration by reducing the need for complex security hierarchies

By using method-level security, you can ensure that your application is secure and that access to sensitive operations is restricted to authorized users.

Section 6 - Spring Boot
Objective 6.1 Spring Boot Feature Introduction

6.1.1 Explain and use Spring Boot features

As an expert in using Spring and Spring Boot, I'd be happy to explain and demonstrate some of the key features of Spring Boot.
What is Spring Boot?

Spring Boot is a subset of the Spring Framework that enables rapid application development. It provides a flexible way to create stand-alone, production-grade Spring-
based applications with minimal configuration.

Key Features of Spring Boot

1. Auto-configuration: Spring Boot automatically configures the application based on the dependencies present in the project. For example, if you have the
spring-web dependency in your project, Spring Boot will automatically configure a web application.

2. Starter Dependencies: Spring Boot provides starter dependencies that enable you to quickly add functionality to your application. For example,
spring-boot-starter-data-jpa provides JPA support,and spring-boot-starter-web provides web support

3. Embedded Servers: Spring Boot allows you to embed servers like Tomcat, Jetty, or Undertow, which means you don't need to deploy your application to an external

server.
4. Metrics and Health Checks: Spring Boot provides built-in support for metrics and health checks, making it easy to monitor and manage your application.
5. Externalized Configuration: Spring Boot allows you to externalize your configuration using properties files, environment variables, or command-line arguments.

Using Spring Boot Features

Let's create a simple Spring Boot application that demonstrates some of these features.

Step 1: Create a new Spring Boot project

Using your favorite IDE or the Spring Initializr website, create a new Spring Boot project with the following dependencies:

e spring-boot-starter-web
¢ spring-boot-starter-data-jpa

¢ spring-boot-starter-actuator
Step 2: Configure the application

Create a application.properties file with the following content:

spring.datasource.url=jdbc:h2:mem:testdb
spring.datasource.username=sa
spring.datasource.password=
spring.jpa.hibernate.ddl-auto=create-drop

This configuration sets up an in-memory H2 database and enables JPA support.
Step 3: Create a REST controller

Create a UserController class with the following content:



@RestController
@RequestMapping("/api/users")
public class UserController {

@Autowired

private UserRepository userRepository;

@GetMapping

public List<User> getUsers() {

return userRepository.findAll();

}

@PostMapping

public User createUser (@RequestBody User user) {
return userRepository.save(user);

This controller provides two endpoints: one to retrieve all users and another to create a new user.
Step 4: Use embedded Tomcat

Since we've included the spring-boot-starter-web dependency, Spring Boot will automatically configure an embedded Tomcat server. We don't need to deploy
our application to an external server.

Step 5: Access the application
Run the application using the main method, and access the endpoints using a tool like Postman or cURL.
Step 6: Use Actuator

Spring Boot's Actuator provides a set of endpoints for monitoring and managing the application. We can access these endpoints by visiting
http://localhost:8080/actuator inour browser.

That's it! We've created a simple Spring Boot application that demonstrates auto-configuration, starter dependencies, embedded servers, metrics, and health checks.

6.1.2 Describe Spring Boot dependency management

As an expert in using Spring and Spring Boot, I'd be happy to describe Spring Boot's dependency management.
What is Dependency Management?

Dependency management is the process of managing the libraries and dependencies required by a project. In a typical Java project, you would manually add
dependencies to your project's classpath, which can be error-prone and time-consuming. Spring Boot's dependency management simplifies this process by providing a
convenient way to manage dependencies.

How Does Spring Boot Dependency Management Work?

Spring Boot's dependency management is based on the concept of "starters". Starters are pre-configured dependencies that enable specific features in your application.
For example, if you want to add web support to your application, you would add the spring-boot-starter-web starter to your project.

Here are the key aspects of Spring Boot's dependency management:

1. Starter Dependencies: Starters are pre-configured dependencies that enable specific features in your application. They are typically named
spring-boot-starter-<feature> , where <feature> is the specific feature being enabled (e.g., web, data-jpa, etc.).

2. Dependency Management: Spring Boot manages the dependencies required by your application. When you add a starter to your project, Spring Boot automatically
includes the required dependencies in your project's classpath.

3. Dependency Versions: Spring Boot manages the versions of the dependencies required by your application. This ensures that you get the correct version of the
dependency that is compatible with your application.

4. Transitive Dependencies: Spring Boot also manages transitive dependencies, which are dependencies required by other dependencies. This ensures that your
application gets all the required dependencies, even if they are not explicitly listed in your project's dependencies.

Benefits of Spring Boot Dependency Management

1. Simplified Dependency Management: Spring Boot's dependency management simplifies the process of managing dependencies, making it easier to add features
to your application.

2. Consistency: Spring Boot ensures that your application uses consistent versions of dependencies, which reduces the risk of version conflicts.

3. Reduced Boilerplate Code: With Spring Boot's dependency management, you don't need to write boilerplate code to configure dependencies.

4. Improved Productivity: Spring Boot's dependency management enables you to focus on writing application code rather than managing dependencies.

Examples of Spring Boot Starters



Here are some examples of popular Spring Boot starters:

*« spring-boot-starter-web :Enables web support in your application.

¢ spring-boot-starter-data-jpa :Enables JPA supportin your application.

e spring-boot-starter-security :Enables security features in your application.

« spring-boot-starter-actuator :Enables metrics and health checks in your application.

Obijective 6.2 Spring Boot Properties and Autoconfiguration

6.2.1 Describe options for defining and loading properties

As an expert in using Spring and Spring Boot, I'd be happy to describe the options for defining and loading properties in a Spring-based application.
Defining Properties
In a Spring-based application, properties can be defined in several ways:

1. Properties Files: Properties can be defined in a properties file, which is a simple text file that contains key-value pairs. For example,
application.properties or application.yml files can be used to define properties.
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. Environment Variables: Properties can be defined as environment variables, which can be set in the operating system or in a container like Docker.
3. Command-Line Arguments: Properties can be defined as command-line arguments, which can be passed when starting the application.
4. Java System Properties: Properties can be defined as Java system properties, which can be set using the -D flag when starting the application.

Loading Properties
Spring Boot provides several options for loading properties:

1. @PropertySource: The @PropertySource annotation can be used to load properties froma properties fileora yml file.
2. application.properties: Spring Boot automatically loads properties from an application.properties fileoran application.yml filein the root of the
classpath.
3. Spring Boot's Configuration Files: Spring Boot provides a set of configuration files, such as application.properties , application.yml ,
boostrap.properties ,and bootstrap.yml , which can be used to load properties.
4. External Configuration Files: Properties can be loaded from external configuration files, such as files in a directory outside of the application's classpath.

Loading Order
The loading order of properties in Spring Boot is as follows:

. Default Properties: Default properties are loaded from the SpringApplication object.
. External Configuration Files: External configuration files are loaded next.

. application.properties: The application.properties fileis loaded next.

. application.yml: The application.yml fileis loaded next.

. Environment Variables: Environment variables are loaded next.

. Command-Line Arguments: Command-line arguments are loaded last.
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Overriding Properties
Properties can be overridden in several ways:

1. Command-Line Arguments: Command-line arguments can override properties.

2. Environment Variables: Environment variables can override properties.

3. External Configuration Files: External configuration files can override properties.

4. application.properties: The application.properties file can override properties.

As a VMware Spring Pro certified expert, | recommend using a combination of these options to define and load properties in a Spring-based application. By using these
options, you can easily manage and override properties in your application.

6.2.2 Utilize auto-configuration

As an expert in using Spring and Spring Boot, I'd be happy to explain how to utilize auto-configuration in a Spring Boot application.
What is Auto-configuration?

Auto-configuration is a feature of Spring Boot that enables the framework to automatically configure certain aspects of an application based on the dependencies present
in the classpath. This means that you don't need to manually configure the application to use certain features or technologies.

How Does Auto-configuration Work?



Auto-configuration works by detecting the presence of certain dependencies in the classpath and then enabling or configuring the corresponding features or technologies.
For example, if you have the spring-web dependency in your classpath, Spring Boot will automatically configure a web application.

Types of Auto-configuration
There are two types of auto-configuration:

1. ** Annotation-based auto-configuration**: This type of auto-configuration uses annotations such as @EnableWebSecurity or @EnableJpaRepositories to
enable certain features or technologies.

2. Conditional auto-configuration: This type of auto-configuration uses conditional statements to detect the presence of certain dependencies in the classpath and
then enables or configures the corresponding features or technologies.

Examples of Auto-configuration
Here are some examples of auto-configuration in a Spring Boot application:

1. Web Application: If you have the spring-web dependency in your classpath, Spring Boot will automatically configure a web application.

2. JPA Repositories: If you have the spring-data-jpa dependency in your classpath, Spring Boot will automatically configure JPA repositories.

3. Security: If you have the spring-security dependency in your classpath, Spring Boot will automatically configure security features such as authentication and
authorization.

4. Database: If you have the spring-jdbc dependency in your classpath, Spring Boot will automatically configure a database connection.

Customizing Auto-configuration

While auto-configuration is a powerful feature, there may be times when you want to customize or override the default auto-configuration. You can do this by creating a
custom configuration class that overrides the default auto-configuration.

For example, if you want to customize the security configuration, you can create a custom security configuration class that overrides the default security auto-configuration.
Benefits of Auto-configuration
Auto-configuration provides several benefits, including:

1. Reduced Boilerplate Code: Auto-configuration reduces the amount of boilerplate code you need to write to configure certain features or technologies.
2. Improved Productivity: Auto-configuration enables you to focus on writing business logic rather than configuring the application.
3. Consistency: Auto-configuration ensures that the application is configured consistently across different environments.

As a VMware Spring Pro certified expert, | highly recommend utilizing auto-configuration in your Spring Boot application to take advantage of its benefits.

6.2.3 Override default configuration

As a Spring and Spring Boot expert, I'd be happy to explain how to override default configuration in a Spring Boot application.

In Spring Boot, default configurations are provided by the framework to simplify the development process. These default configurations are stored in the
spring-boot-autoconfigure module and are activated when specific dependencies are present in the classpath.

However, in many cases, you may want to override these default configurations to customize your application's behavior. Spring Boot provides several ways to override
default configurations:

1.Using application.properties or application.yml files

You can override default configurations by adding custom property values in the application.properties or application.yml files. These files are used to
externalize configuration and can be placed in the root of the classpath orina config package.

For example, if you want to change the default port of the embedded Tomcat server, you can add the following property to your application.properties file:
server.port=8081

2. Using @value annotation

You can use the @value annotation to inject custom property values into your Spring Boot application. For example:



@RestController
public class MyController {

@value("${server.port}")
private int port;

/1 ...

3. Using a custom config class

You can create a custom Config class and usethe @Configuration annotation to override default configurations. For example:

@Configuration
public class CustomConfig {

@Bean
public TomcatServletWebServerFactory tomcatServletWebServerFactory() {
TomcatServletWebServerFactory factory = new TomcatServletWebServerFactory();

factory.setPort(8081);
return factory;

4. Using a custom application.properties filein a test environment

When running tests, you can override default configurations by providing a custom application.properties file in the test resources directory. This file will take
precedence over the default application.properties file.

For example, if you want to use a different datasource for testing, you can create a application.properties fileinthe src/test/resources directory with the
following content:

spring.datasource.url=jdbc:h2:mem:testdb
spring.datasource.username=sa

spring.datasource.password=

5. Using Spring Boot's built-in override mechanisms
Spring Boot provides several built-in mechanisms to override default configurations, such as:

e Using spring.main.allow-bean-definition-overriding property to allow bean definition overriding.
e Using spring.factories file to provide custom factory implementations.
« Using META-INF/spring.factories file to provide custom factory implementations in a Spring Boot jar file.

By using these mechanisms, you can easily override default configurations in your Spring Boot application and customize its behavior to suit your specific needs.

Obijective 6.3 Spring Boot Actuator

6.3.1 Configure Actuator endpoints

As a Spring and Spring Boot expert, I'd be happy to explain how to configure Actuator endpoints in a Spring Boot application.
What are Actuator endpoints?

Actuator endpoints are a set of RESTful endpoints provided by Spring Boot that allow you to monitor and manage your application. These endpoints provide valuable
insights into your application's health, metrics, and other internal state.

Enabling Actuator endpoints

To enable Actuator endpoints, you need to add the following dependency to your pom.xml file (if you're using Maven) or your build.gradle file (if you're using
Gradle):



<!-- Maven -->

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-actuator</artifactId>

</dependency>

<!-- Gradle -->

dependencies {
implementation 'org.springframework.boot:spring-boot-starter-actuator'

Configuring Actuator endpoints
Once you've added the dependency, you can configure Actuator endpoints using the following approaches:
1.Using application.properties oOr application.yml files

You can configure Actuator endpoints using properties in your application.properties or application.yml files. For example, to enable the /health
endpoint, add the following property:

management.endpoints.web.exposure.include=health

2. Using @configuration classes

You can create a @Configuration class to configure Actuator endpoints programmatically. For example:

@Configuration
public class ActuatorConfig extends WebSecurityConfigurerAdapter {

@override

protected void configure(HttpSecurity http) throws Exception {
http.requestMatcher (EndpointRequest.toAnyEndpoint());

3. Using the management prefix

You can configure Actuator endpoints using the management prefix in your application.properties or application.yml files. For example, to change the
base URL of Actuator endpoints, add the following property:

management.endpoints.web.base-path=/manage

Security considerations

By default, Actuator endpoints are secured using a default security configuration. You can customize the security configuration for Actuator endpoints using the
management.security prefix. For example, to enable basic authentication for Actuator endpoints, add the following property:

management.security.enabled=true
management.security.roles=ACTUATOR_ADMIN

Available Actuator endpoints
Here are some of the available Actuator endpoints:

« /health :Provides health information about the application

« /info :Provides information about the application, such as the version and build information

*« /metrics :Provides metric information about the application, such as memory usage and response times
« /beans :Provides a list of all Spring Beans in the application

« /env :Provides information about the application's environment, such as property values and active profiles
« /loggers : Allows you to view and modify the logging levels of the application

Customizing Actuator endpoints

You can customize Actuator endpoints by creating custom endpoints or by extending existing endpoints. For example, you can create a custom endpoint to provide
additional health information:



@RestController

@RequestMapping("/actuator")

public class CustomHealthEndpoint {
@GetMapping("/health/custom")

public String customHealth() {
// Return custom health information

By configuring Actuator endpoints, you can gain valuable insights into your Spring Boot application and take control of its internal state.

6.3.2 Secure Actuator HTTP endpoints

As a Spring and Spring Boot expert, I'd be happy to explain how to secure Actuator HTTP endpoints in a Spring Boot application.
Why secure Actuator endpoints?

Actuator endpoints provide sensitive information about your application, such as health, metrics, and environment variables. If not secured properly, these endpoints can
be exploited by attackers to gain unauthorized access to your application. Securing Actuator endpoints is essential to prevent potential security breaches.

Default security configuration
By default, Spring Boot provides a basic security configuration for Actuator endpoints, which includes:

« Basic authentication with a default username and password ( user and password , respectively)
« Role-based access control, where only users with the ACTUATOR role can access Actuator endpoints

However, this default configuration may not be sufficient for production environments, and you may need to customize the security configuration to suit your specific
needs.

Securing Actuator endpoints
Here are some ways to secure Actuator endpoints in a Spring Boot application:
1. Customize basic authentication

You can customize the basic authentication configuration by adding the following properties to your application.properties or application.yml files:

management.security.user.name=myuser

management.security.user.password=mypassword
Alternatively, you can create a custom SecurityConfig class to configure basic authentication programmatically:

@Configuration
public class SecurityConfig extends WebSecurityConfigurerAdapter {

@override
protected void configure(HttpSecurity http) throws Exception {
http.csrf().disable()
.authorizeRequests ()
.requestMatchers (EndpointRequest.toAnyEndpoint())
.authenticated()
.and()
.httpBasic();

2. Use OAuth2 or JWT authentication

You can use OAuth2 or JWT authentication to secure Actuator endpoints. For example, you can use the spring-security-oauth2 dependency to enable OAuth2
authentication:



<dependency>
<groupld>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-security</artifactId>

</dependency>

<dependency>
<groupld>org.springframework.security</groupId>
<artifactId>spring-security-oauth2</artifactId>

</dependency>

Then, you can configure OAuth2 authentication by adding the following properties to your application.properties or application.yml files:

security.oauth2.client.client-id=myclient
security.oauth2.client.client-secret=mysecret
security.oauth2.resource.token-info-uri=https://mytokenuri.com

3. Use SSL/TLS encryption

You can use SSL/TLS encryption to secure Actuator endpoints by configuring the server.ssl propertiesinyour application.properties or
application.yml files:

server.ssl.enabled=true
server.ssl.key-store=classpath:keystore.pl2
server.ssl.key-store-password=mykeystorepassword

4. Restrict access to specific IP addresses

You can restrict access to Actuator endpoints to specific IP addresses by configuring the management.security propertiesinyour application.properties
or application.yml files

management.security.ip-restrictions=192.168.1.1,192.168.1.2

5. Use a custom security filter

You can use a custom security filter to secure Actuator endpoints. For example, you can create a custom SecurityFilter class to authenticate and authorize
requests:

@Component
public class CustomSecurityFilter extends OncePerRequestFilter {

@override

protected void doFilterInternal (HttpServletRequest request, HttpServletResponse response, FilterChain filterChain) throws ServletExc
// Authenticate and authorize requests

By implementing these security measures, you can ensure that your Actuator endpoints are secure and protected from unauthorized access.

6.3.3 Define custom metrics

As a Spring and Spring Boot expert, I'd be happy to explain how to define custom metrics in a Spring Boot application.
What are custom metrics?

Custom metrics are metrics that are specific to your application and provide insights into its performance, behavior, and health. Spring Boot provides a convenient way to
define and expose custom metrics using the micrometer library.

Why define custom metrics?
Defining custom metrics allows you to:

« Monitor application-specific performance metrics, such as response times, error rates, or queue sizes
« Track business-related metrics, such as the number of orders processed or the revenue generated
« Create custom dashboards and reports to visualize application performance and health

How to define custom metrics?

To define custom metrics, you'll need to:



1. Add the Micrometer dependency

Add the micrometer dependency toyour pom.xml file (if you're using Maven) or your build.gradle file (if you're using Gradle):

<!-- Maven -->
<dependency>
<groupId>io.micrometer</groupId>
<artifactId>micrometer-spring-legacy</artifactId>
</dependency>

<!-- Gradle -->

dependencies {
implementation 'io.micrometer:micrometer-spring-legacy'

2. Create a custom metric class

Create a class that extends io.micrometer.core.instrument.Meter and defines your custom metric. For example:

import io.micrometer.core.instrument.Meter;

import io.micrometer.core.instrument.Timer;
public class MyCustomMetric extends Meter {
private final Timer myTimer;

public MyCustomMetric(MeterRegistry registry) {
myTimer = Timer.builder("my.timer", "My custom timer metric")
.description("A custom timer metric")
.register(regency);

public void recordExecutionTime(long executionTime) {
myTimer.record(executionTime, TimeUnit.MILLISECONDS);

3. Register the custom metric

Register your custom metric with the MeterRegistry instance:

@Bean
public MeterRegistryCustomizer_metrics() {
return registry -> {
registry.config().commonTags("application", "my-app");
registry.add(new MyCustomMetric(registry));
}i

4. Use the custom metric

Use the custom metric in your application code:

@Service
public class MyService {

@Autowired
private MyCustomMetric myCustomMetric;

public void doSomething() {
long startTime = System.currentTimeMillis();
70 coo
long executionTime = System.currentTimeMillis() - startTime;
myCustomMetric.recordExecutionTime (executionTime);

5. Expose the custom metric

Exposes the custom metric through an endpoint, such as the /metrics endpoint:



@RestController
public class MetricsEndpoint {

@GetMapping("/metrics")

public String getMetrics() {
return "my.metric{" + myCustomMetric.measure() + "}";

By following these steps, you can define and expose custom metrics in your Spring Boot application, providing valuable insights into its performance and behavior.

6.3.4 Define custom health indicators

As a Spring and Spring Boot expert, I'd be happy to explain how to define custom health indicators in a Spring Boot application.
What are custom health indicators?

Custom health indicators are used to provide additional health information about your application beyond the default health indicators provided by Spring Boot. Custom
health indicators can be used to:

« Monitor specific application components or services
« Check the health of external systems or dependencies
« Provide more detailed information about the application's health

How to define custom health indicators?
To define custom health indicators, you'll need to:
1. Create a custom Healthindicator

Create a class that implements the HealthIndicator interface:

import org.springframework.boot.actuate.health.HealthIndicator;
import org.springframework.boot.actuate.health.Health;

public class MyCustomHealthIndicator implements HealthIndicator {
@override

public Health health() {
// Perform health checks and return a Health object

2. Register the custom Healthindicator

Register your custom HealthIndicator withthe HealthIndicatorRegistry instance:

@Bean
public HealthIndicatorRegistry healthIndicatorRegistry() {
return new HealthIndicatorRegistry(
new MyCustomHealthIndicator(),
// Other HealthIndicators...

)i

3. Use the custom Healthindicator

Use the custom HealthIndicator in your application code:



@RestController
public class HealthCheckController {

@Autowired
private HealthIndicatorRegistry healthIndicatorRegistry;

@GetMapping("/health")
public Health health() {
return healthIndicatorRegistry.health();

Example: Custom Healthindicator for a database connection

Here's an example of a custom HealthIndicator fora database connection:

public class DatabaseHealthIndicator implements HealthIndicator {

@Autowired
private DataSource dataSource;

@override
public Health health() {
try {
dataSource.getConnection().close();
return Health.up().build();
} catch (SQLException e) {
return Health.down(e).build();

Best practices
When defining custom health indicators, follow these best practices:

« Keep health checks simple and fast to avoid impacting application performance

« Use separate threads or async execution for health checks to avoid blocking the main application thread
« Use caching or memoization to reduce the overhead of health checks

« Provide meaningful and descriptive health information, including exceptions and error messages

By defining custom health indicators, you can provide more detailed and relevant health information about your application, helping you to identify and troubleshoot issues
more effectively.

Index

A
« Advices

o After

o After Returning
o After Throwing
o Around

o Before

o Best Practices
o Deploying

o Implementing
o When to use

« Annotation-based Configuration

o Best Practices
o Example

o Explanation

o Key Annotations

« Aspect Oriented Programming (AOP)



o Advices, see Advices

o Aspects

o Benefits

o Common Use Cases

o Concepts

o Joinpoints

o Pointcuts
» Basic Pointcut Expressions
= Combining
= Example

o Problems AOP solves
o Spring AOP

« Aspects, see Aspect Oriented Programming (AOP)
« Authentication

o Basic Authentication
o Configuring

o JWT

o OAuth2

« Authorization

o Configuring
o OAuth 2.0

« Auto-configuration

o Benefits

o Conditional
o Customizing
o Examples
o Explanation
o Types

« Autowiring
B
« Backing Stores

o Implementing a Spring JPA application using Spring Boot
o Spring Data Repositories for JPA

« Bean Creation Order

o @DependsOn Annotation
o Bean Definition Order

o Bean Post Processors

o Dependency Resolution
o Lazy Initialization

o Ordered Interface

« BeanFactoryPostProcessor

o Example
o Explanation
o Registering

« BeanPostProcessor

o Example
o Explanation
o Registering

« Bean Lifecycle



o Bean Lifecycle Methods
o Bean Lifecycle Stages
o Best Practices

« Callbacks

o Benefits of using

o ResultSetExtractor
o RowCallbackHandler
o Types

« Configuration

o Annotation-based

o Best Practices

o choices, Best Practices for
o Externalize

o Hierarchical

o Overriding Default

o Profiles

o Security

o Type-Safe

« Controllers

o RESTful
o Securing

« CSRF Protection

« Data Access Exceptions

o Handling
o Spring's Data Access Exception Hierarchy

« Databases

o Extending Spring Tests to work with
o H2

o Spring Test Support

o Testing with

« Dependency Injection
« Dependency Management

o Benefits
o Explanation
o Examples

« Deployment

o Configure for

o Configure the DispatcherServiet

o Configure the Logging

o Configure the Spring MVC Configuration File
o Package the Application

« Destruction

« Environment Variables



Health Indicators

.

o Best Practices
o Custom
o Example

« HTTP endpoints, securing

« Index

Injecting Beans

o Avoid issues when injecting by type
o Solutions

Instantiation

.

Integration Testing

o Benefits

o Explanation

o Example

o How to Perform

o Tips

o Using Spring Test Framework
o Why Write in Spring?

Initialization

Java, see Specific Java Technologies
- JDBC

o Introduction to Spring JDBC
o JdbcTemplate

.

JdbcTemplate

o Configuration

o Creating

o Data Access Exceptions, see Data Access Exceptions
o Explanation

o Using

« Joinpoints
« JPA

o Implementing a Spring JPA Application
o Spring Data Repositories

e JUnit5

o Assertions

o Basic Test Structure

o Best Practices

o Explanation

o Spring-Specific Testing
o Test Annotations

« Lifecycle, see Bean Lifecycle

« Logging



M
« Method-level Security

o Benefits
o Example
o Explanation

« Metrics

o Custom
o Explanation

« MockMVC

o Benefits

o Explanation

o How to perform testing
o Tips

(o]

e OAuth 2.0

« Pointcuts, see Aspect Oriented Programming (AOP)
« @PostConstruct

o Best Practices
o Example
o Explanation

« @PreDestroy

o Best Practices
o Example
o Explanation

« Profiles

o Activating

o Benefits

o Best Practices

o Combining

o Configuring Tests Using
o Explanation

o Tips and Variations

« Properties

o Defining
o Loading
= Loading Order

o Overriding
« Proxies

o Benefits

o Explanation

o How they add behavior at runtime
o Types

« REST



o Applications
o Controllers
o Request processing lifecycle

« Repositories

o Custom Queries
o |mplementations
o Interfaces

o Methods

o Query Methods
o Usage

« Rollback Rules

o Best Practices
o Custom

o Explanation
o Setup

o Using AOP

« Security

o Annotations

o Authentication, see Authentication

o Authorization, see Authorization

o Basic Concepts

o Configuring

o CSRF Protection

o Method-level Security, see Method-Level Security
o OAuth 2.0

o SSL/TLS

o Spring Security

« Specific Java Technologies

o JDBC
o JPA
o JUnit 5
o Spring
= Spring AOP
= Spring Boot
= Actuator
= Dependency Management, see Dependency Management
« Features
= Properties and Autoconfiguration, see Properties and Auto-configuration

= Spring JDBC
= Spring MVC
= Spring Security
= Spring Tests

« Slice Testing

o Benefits

o Explanation

o How to Perform
o Tips

« Spring, see Specific Java Technologies
« Spring Boot, see Specific Java Technologies

« Spring MVC



o Creating an application using Spring Boot
« Spring Security, see Security
« Spring Tests, see Testing
« SSL/TLS
« Stereotype Annotations

o Benefits

o Common Stereotype Annotations
o Explanation

o Examples

o Testing

o Advanced Testing with Spring Boot and MockMVC
o Databases, see Databases

o Integration, see Integration Testing

o JUnit 5

o MockMVC, see MockMVC

o Slice, see Slice Testing

o Spring Applications

o Spring Boot

o Spring Profiles, see Profiles

o Spring Tests, extending to work with databases
o Transactions, see Transactions

« Transaction Management

o Benefits

o Explanation

o Programmatic

o Spring Transaction Management
o Using

o Using @Transactional

« Transactions

o Benefits
o Configuring
o Configuring in Tests
o Explanation
o Propagation
= Configuring
« Explanation
= Transaction Propagation with AOP
= Types

o Rollback, see Rollback Rules
o Using in Tests
= Best Practices

« Usage



